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FROM THE EDITOR

On-Demand Computing
Could Ignite Industry

~
\_ BY JACK MARTIN

v,

he Internet has changed the way
I businesses operate. With the abili-
ty to purchase from anyone,
regardless of location, buyers today know
more about products, pricing, and avail-
ability than ever before. This shifts more
power to buyers by helping them get the
best price and terms in nearly every case.

IBM is putting a very heavy emphasis
on the concept of on-demand computing for the
enterprise. WebSphere is the key software plat-
form and makes up the integral components of an
on-demand operating environment for IBM’s on-
demand strategy.

The promise of the on-demand operating environ-
ment is to integrate the people, processes, and infor-
mation throughout the entire enterprise. It is intend-
ed to virtualize IT resources to improve utilization and
align IT expenses with business needs while leverag-
ing automated technologies to manage IT resources.

The key thing to remember is that none of this
really works yet.

No one has ever run a shoe shine stand with a
computer that automatically heals itself and with
software that is constantly morphing around the
business’s current needs, endlessly anticipating its
future needs while simultaneously going out on the
Internet and taking reservations for shoe shines and
offering special customers an opportunity to pur-
chase a virtual prepaid shoe shine card. There has
never been a computer that constantly monitors the
current price of shoe polish and polishing rags so the
stand operator will know to buy in bulk when prices
are favorable and to buy supplies on an as-needed
basis when it is economically in his favor. There is no
computer that is always ready to identify new trends
in shoe colors so the stand operator can capitalize
on new color trends ahead of other stand operators.

There is no computer monitoring how global polit-
ical and economic variables like oil prices or interest
rates could affect demand for a shoe shine or that is
alert to the possibility of hackers making off with all
of the stand’s customer credit card accounts or that
enables the stand operator to see and manage the
shoe shine stand as an integrated whole, even if other

IEP

companies handle important processes
like cleaning the polishing rags.

If there were such a computer, the
only thing left for the stand operator to
worry about would be if someone were
to come along and knock over the tele-

phone pole across the street, resulting

in a loss of connectivity to the Internet

— if the owner doesn’t have a wireless
backup, just in case.

The fact that on-demand computing isn’t a real-
ity yet is the bad news. The good news is that if
corporate America salutes this concept — and
there are a few corporations out there who have —
this will open an unprecedented group of oppor-
tunities for every software and hardware vendor in
the world, now and for the next generation. This
will make the dotcom bubble look like a momen-
tary lapse of reason, nothing more, nothing less.

Just think of it, customer requirements
demanding wholesale integration of applications,
processes, and content across and beyond their
enterprise, with the ability to expand access to
computing resources on demand and the dynamic
construction and assembly of new business ser-
vices that leverage existing business systems. It
will take two or three generations of software on a
global basis for everyone to just agree on how
these deliverables will work and the metrics for
measuring them.

Countless new products will be born in the rush
to fulfill the promise of on-demand technology.
Many new billionaires will be minted — maybe you
will be one of them. For this time it will not be just
the technologists who will be in a position to
experience a windfall, but also the business peo-
ple who figure out how to get a competitive edge
by using on-demand technology in their business-
es. We may be entering the final phase of informa-
tion technology, in which the machines start to
run our businesses, and ultimately, our lives.

This may make some people a little crazy, but
it’s progress. More important, on-demand com-
puting will once again give everyone’s sales staff

something to sell that has sizzle. *Z/;
X

)

ABOUT THE AUTHOR... Jack Martin, editor-in-chief of WebSphere Developer’s Journal, is cofounder and CEO of Simplex
Knowledge Company, an Internet software boutique specializing in WebSphere development. Simplex developed the first remote
video transmission system designed specifically for childcare centers, which received worldwide media attention, and the world’s
first diagnostic-quality ultrasound broadcast system. E-MAIL... jack@sys-con.com

®

WebSphereDevelopersJournal.com

Weliohere

DEVELOPER'SIJOURNAL

AbviSORY BOARD
Richard Arone, David Caddis, Mike Curwen, Devi Gupta,
Lloyd Hagemo, Barbara Johnson, Shannon Lynd,
James Martin, Doug Stephen, Victor Valle

Epimor-IN-CHIEF JACK MARTIN
EpiToriAL DIRecTor  JEREMY GEELAN
Executive Epimor  GAIL SCHULTZ
CoNTRIBUTING EDITOR PATTI MARTIN
Propuct Review Ebimor  JAY JOHNSON
SpeCIAL ProJecTs Ebitor  RICHARD ARONE
ManAGING Epitor  JEAN CASSIDY
Epitor  NANCY VALENTINE
Associate Epimors  JAMIE MATUSOW
JENNIFER STILLEY

WRITERS IN THIS ISSUE
Sumit Deshpande, Jay Johnson, Qi Li, Boris Lublinsky,
Jack Martin, Lou Mauget, Michael Morton,
Raju Mukherjee, Swaraj Pal, Michael S. Pallos,
Deependra Shrestha, Raghu Shrestha, Zhe Wang

SUBSCRIPTIONS
For subscriptions and requests for bulk orders,
please send your letters to Subscription Department.
SUBSCRIBE@SYS-CON.COM
Cover Price: $8.99/Issue Domestic: $149/YR (12 Issues)
Canada/ Mexico: $169/YR  Overseas: $179/YR
(U.S. Banks or Money Orders)
Back issues: $15 U.S. $20 All others

PRESIDENT AND CEQ  FUAT A. KIRCAALI
SENIOR VP, SALES & MARKETING CARMEN GONZALEZ
VP, INFORMATION SYSTEMS ROBERT DIAMOND
VP, SALES & MARKETING MILES SILVERMAN
PRESIDENT, SYS-CON EVENTS GRISHA DAVIDA
PRODUCTION CONSULTANT  JIM MORGAN
FINANCIAL ANALYST JOAN LAROSE
ACCOUNTS RECEIVABLE KERRI VON ACHEN
ACCOUNTS PAYABLE BETTY WHITE
ADVERTISING DIRECTOR ROBYN FORMA
DIRECTOR OF SALES AND MARKETING MEGAN MUSSA
ADVERTISING SALES MANAGER  ALISA CATALANO

ASSOCIATE SALES MANAGERS  CARRIE GEBERT
KRISTIN KUHNLE

CONFERENCE MANAGER  MICHAEL LYNCH
ART DIRECTOR  ALEX BOTERO

ASSOCIATE ART DIRECTORS  LOUIS F. CUFFARI
RICHARD SILVERBERG
TAMI BEATTY

WEB DESIGNERS  STEPHEN KILMURRAY
CHRISTOPHER CROCE

CONTENT EDITOR  LIN GOETZ

CIRCULATION SERVICE  NIKI PANAGOPOULOS
COORDINATORS  SHELIA DICKERSON

CUSTOMER RELATIONS MANAGER RACHEL MCGOURAN

EpiTorIAL OFFICES
SYS-CON Publications, Inc.

135 Chestnut Ridge Road, Montvale, NJ 07645
Telephone: 201 802-3000 Fax: 201 782-9637
SUBSCRIBE@SYS-CON.COM
WebSphere® Developer's Journal (ISSN# 1535-6914)
is published monthly (12 times a year).
Postmaster send address changes to:
WebSphere Developer's Journal, SYS-CON Publications, Inc.
135 Chestnut Ridge Road, Montvale, NJ 07645

© COPYRIGHT

2003 BY SYS-CON PUBLICATIONS, INC. ALL RIGHTS RESERVED. NO PART OF THIS PUBLICATION
MAY BE REPRODUCED OR TRANSMITTED IN ANY FORM OR BY ANY MEANS, ELECTRONIC OR
MECHANICAL, INCLUDING PHOTOCOPY OR ANY INFORMATION STORAGE AND RETRIEVAL
‘SYSTEM, WITHOUT WRITTEN PERMISSION. FOR PROMOTIONAL REPRINTS, CONTACT REPRINT
COORDINATOR. SYS-CON PUBLICATIONS, INC., RESERVES THE RIGHT TO REVISE, REPUBLISH AND
AUTHORIZE THE READERS TO USE THE ARTICLES SUBMITTED FOR PUBLICATION.

ALL BRAND AND PRODUCT NAMES USED ON THESE PAGES ARE TRADE NAMES, SERVICE MARKS OR
TRADEMARKS OF THEIR RESPECTIVE COMPANIES, SYS-CON PUBLICATIONS, INC, IS NOT AFFILIATED
WITH THE COMPANIES OR PRODUCTS COVERED IN WEBSPHERE DEVELOPER'S JOURNAL.

WEBSPHERE® IS A REGISTERED TRADEMARK OF 1BM CORP. AND IS USED BY SYS-CON MEDIA
UNDER LICENSE. WEBSPHERE® DEVELOPER'S JOURNAL IS PUBLISHED INDEPENDENTLY OF IBM
CORP, WHICH IS NOT RESPONSIBLE N ANY WAY FOR ITS CONTENT.

l SYS-CON
MEDIA




PRECISE

WWW.PRECISE.COM/WSDJ

WebSphereDevelopersJournal.com @



MQSOFTWARE

WWW.MQSOFTWARE.COM

@ WebSphereDevelopersJournal.com



MQSOFTWARE

WWW.MQSOFTWARE.COM

WebSphereDevelopersJournal.com @



SECURITY TUTORIAL

Part 2: Setting up LDAP authentication

Implementing
WebSphere Security
Through LDAP

BY LOU MAUGET  /~

ABOUT THE AUTHOR
Lou Mauget is a
senior consultant with

CrossLogic
Corporation, where his
assignments include
J2EE mentoring and
designing instructional
material. He has
coauthored three
computer-related
books. His prior career
at IBM included work
as a consultant,
programmer, and
developer.

art 1 of this two-part series

showed how to set up a directo-

ry and sample application
infrastructure for demonstrating

WebSphere authentication using

LDAP. In Part 2 | take you through the

process of setting up LDAP authenti-

cation for WebSphere through the fol-
lowing tasks:

e Defining roles and constraints in
the Web application deployment
descriptor

« Mapping roles to LDAP group
entries in the enterprise application
deployment descriptor

e Configuring WebSphere to use an
LDAP principal registry

» Demonstrating the secured appli-
cation features enabled by
WebSphere and LDAP

e Locking down the LDAP and brows-
er transports using SSL (Secure
Sockets Layer)

Defining Web Application
Roles and Constraints

In this section I will show you how
to define security roles and the con-
straints associated with them. Note
that the roles and constraints will
have no effect until security for the
application server is enabled.

WebSphereDevelopersJournal.com

SECURITY ROLES
Carry out the following steps to cre-
ate user and admin roles:

1. Open SecurityDemoWeb|Web
Deployment Descriptor from the
J2EE Navigator view.

2. Click the Security tab.

3. The top Security Roles tab should
be selected. Press the Add button.
A new role appears in the Security
Roles box.

. Edit the role in place to read “user”.

. Supply a description of End-user.

. Add another role named admin.

. Supply a description of
Administrator.

~N o O b~

USER SECURITY CONSTRAINT
Now we will relate Web resources to

roles and transmission integrity. The

following steps associate constraints
with roles:

1. Click the Security Constraints tab
on the deployment descriptor
Security page.

2. Click the Add button to create a
new security constraint. The con-
straint appears. In addition, a new
Web resource collection appears in
the right-hand group.

3. Press the Edit button for the Web
resource collection. The Web

Resource Collection dialog
appears.

4. Name the collection user-collec-
tion.

5. All HTTP methods are constrained
if you select none. Leave them
unselected.

6. Press the Add button to add a URL
pattern.

7. Change the pattern to “/*”. This
means all URLs in your document
root are constrained by this
constraint.

8. Press OK to update the Web
resource collection.

9. Press the Edit button in the
Authorized Roles group. The
Define Authorization Constraint
dialog appears. This is where
you associate a role with a
constraint.

10.Enter a description of the
User constraint.

11.Select Role Name user (see Figure 1).

12.Press OK.

ADMIN SECURITY CONSTRAINT

Carry out the following series of
steps to create an administration
security constraint:

1. In the Security Constraints group
press the Add button.

2. Press the Edit button for the Web
resource collection. The Web
Resource Collection dialog
appears.

3. Name the collection “admin-col-
lection”.

4. Al HTTP methods will be con-
strained if you do not specify any
of them. Leave all of them unse-
lected.

5. Press the Add button to add a URL
pattern.

6. This time, change the pattern to
“/admin.jsp”. This means that the
given URL is constrained by this
constraint. It is also constrained by
the previous wildcard constraint.
This means all administrators
must also be users, but not the
converse.

7. Press OK to update the Web
resource collection.



8. Press the Edit button in the
Authorized Roles group. The
Define Authorization Constraint
dialog appears.

9. Enter a description of the
Administrator constraint.

10.Select Role Name admin (see
Figure 2).

13.Press OK.

AUTHENTICATION METHOD
Use the following steps to specify

the authentication method for this

application:

1. Select the Pages tab of the Web
deployment descriptor.

2. Inthe Login group set the
Authentication method dropdown
to Basic. This means that the
browser will pop up a login win-
dow when it receives an HTTP sta-
tus of 401, meaning not author-
ized. WebSphere will receive the
login credentials and try to author-
ize the user.

3. Save and close the Web deploy-
ment descriptor.

Map Roles to LDAP
Group Names

So far the two security roles have
no teeth in them. They need to be
mapped to names in a user registry.

WebSphere needs to map the role

user to the LDAP users entry, and

role admin to the LDAP admins
entry. Carry out this mapping in the

SecurityDemo enterprise application

deployment descriptor with the fol-

lowing steps:

1. Open the SecurityDemo applica-
tion deployment descriptor from
the J2EE Navigator.

2. Press the Security tab.

3. Set WebSphere Bindings to
Users/Groups.

4. Use the Add button in the Security
group to add the role named user.

5. Use the Add button in the Groups
group to add the LDAP group
named users.

6. Use the Add button in the Security
group to add the role named
admin.

7. Use the Add button in the Groups
group to add the LDAP group
named admins.

8. Save and close the deployment
descriptor.

Application Server

The easy way to configure the
application server is to attempt to run
the application on it. Afterward you
can enable security on the new server
configuration.

CONFIGURE THE
APPLICATION SERVER
WebSphere Studio includes a

WebSphere V5.0 Test Environment

server that is an actual WebSphere

application server. Follow these steps
to create a server configuration for

WebSphere Studio:

1. In the J2EE Navigator view, right-
click project SecurityDemoWeb.
Choose Run on Server. The Server
Selection dialog appears.

2. Click the option to Set server as
the project default (do not
prompt). The dialog should resem-
ble that shown in Figure 3.

3. Press OK to create the server and
run the application. The start page
should appear in the browser.

WEBSPHERE SECURITY

Notice that you were not asked for
credentials and that you can access
all three pages. This is because server
security is enabled. Now you will
need to enable security using the new
LDAP user registry for authentication
and role mapping.

Administration Console

The configuration page in
WebSphere Studio does not expose
the information needed to config-
ure LTPA to use your LDAP user
registry, so you need to use the
WebSphere administration console.
Follow these steps to configure
LTPA:
1. Open the Server Perspective.
2. In the Server Configuration view,
open the server configuration by
right-clicking Servers|WebSphere
V5.0 Test Environment and choos-
ing Open.
Click the Configuration tab.
Set Enable administration console.
Clear Enable universal test client.
Save the configuration and close it.
In the Servers view, right-click the
WebSphere V5.0 Test Environment.
Choose Restart.
8. Wait for the console message.

Nook,ow

“Server serverl for eBusiness,”
signifying that restart is
complete.

9. Open an external browser to
http://localhost:9090/admin.

10.The console appears as shown in
Figure 4. Note that there is no
password field because security is
not enabled.

11.Enter your last name as the User
ID and press OK. The Admini-
strative Console will open.
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“was”. Remember that this is the

uid attribute value of the DN value
Ensure that the IBM Directory cn=was,ou=people,0=rogers60,

Server 5.1 is running and then carry c=us in your LDAP directory.

out the following steps: 3. In the Server User Password field,

1. Expand the Security|User enter the value “secret”. This is the
Registries node in the left-hand userPassword attribute value for
pane. DN value cn=was,ou=people,

2. In the Server User ID field, enter o=rogers60,c=us. Note that this

Configure Settings for an LDAP
User Registry
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FIG. 5: LDAP USER REGISTRY PAGE

9.
10.
11.

12.

13.

value is invisible to nonprivileged
users of the directory.

From the Type dropdown list select
IBM_Directory_Server.

Enter a host name of localhost or
your remote host DNS name or IP
address.

In the Base Distinguished Name
(DN) field, enter your suffix,
“o=rogers60,c=us”.

In the Bind Distinguished Name
(DN) field, enter “cn=root”. This is
the administration user ID for the
LDAP directory that you defined
previously.

In the Bind Password field, enter
the value “secret”.

Set the Ignore Case option.

Click the Apply button at the bottom.
A message invites you to press

Save to apply the changes to the
master configuration (see Figure 5).
Press Save on the tab bar or in the
Messages pane. A confirmation
message will appear.

Save to Master Configuration.

Configure LTPA
The WebSphere server will use LTPA

for

authentication. This is a forward-

able security scheme that makes sin-

gle

sign-on (SSO) possible across

applications running in participating
Lotus Domino servers and WebSphere
servers. Carry out the following steps:

Click the Security|LTPA tree node.
In the Password field enter the
value “secret”.

In the Confirm Password field
enter the value “secret”.

Press the tab labeled Generate
Keys.

When the Message(s) box appears,
press Save to apply changes.

Save to Master Configuration.

Enable Global Security

You have configured security set-
tings. It is time to turn them on in the
server. Use the following steps:

1.

Click the Security|Global Security
tree node.

Set the Enabled option.

The Enforce Java 2 Security option
is set automatically. Leave it set.
Set the Active Security Mechanism
dropdown to LTPA.

Set the Active User Registry drop
down to LDAP.

WebSphereDevelopersJournal.com
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rell
P T —— T

Esbi-urviam il T

e B e Ppets [aa g T

sqjirvns [ ez egcn i -

Security Demo Start Page

L ser LI bmormgrd
Ao Aghis: sdmimnirsior

| Dt o Lol e

FIG. 7: START PAGE FOR ADMINISTRATIVE
USER

Security Demo Start Page

L'ser LI cemppims
Arroe righis: msor

| D W T

FIG. 8: START PAGE FOR NORMAL USER

Press Apply.

Press Save in the Message(s) box.
Save to Master Configuration.
Press Logout and then close the
browser.

10.Return to the WebSphere Studio
Servers view and restart the
server.

© 0N

The Console view will show securi-
ty initialized with LTPA and the host
and port of your IBM Directory Server
as the security principal.

Run the Application
You are ready to demonstrate

LDAP-based authentication and

authorization. Follow these steps:

1. In WebSphere Studio, open the
Servers Perspective.

2. In the Servers view, right-click
WebSphere V5.0 Test Environment,
and choose Publish.

3. Right-click the server again and
choose Restart. Wait for the con-
sole message: Server serverl open
for e-business

4. Open an external browser to
http://localhost:9080/Security
DemoWeb. The browser security
dialog appears because basic
authentication was configured
for the Web application.

5. Enter “Imauget” and “password”
for the user ID and password (see
Figure 6).

"3 HTTP 403 (Forbidden} - Microsoft Internet o [m] B
| File Edit Miew Fawvorites Tooks Help ‘ -;'}’
| Address I http: | flacalhost: 9080) SecurityDemowebfadmin. jsp j 50
e
3 | You are not authorized to view this
page

“ou rmight not have permission to view this directory or page using

the credentials you supplied.

If you believe yvou should be able to view this directory or page,

please try to contact the Wweb site by using any e-mail address or

phone nurnber that may be listed on the localhost: 2080 home

page. kil
1 | v

FIG. 9: INSUFFICIENT ACCESS RIGHTS

6. Press OK. The browser will render
the start page (see Figure 7).

7. Notice that you have administrator
access because of the LDAP group
membership of the user ID
Imauget. Click the Administer link
to satisfy yourself that you have
access to that page.

8. Close the browser. This destroys
the session logon token, effectively
logging you out.

9. Again start a browser on
http://localhost:9080/Security
DemoWeb. This time log in as
“esuggins” with a password value
of “password”.

10.This time you receive normal
access rights and do not see a link
to the administration page (see
Figure 8).

The administration link is not
visible, but can you access its page
anyway? Try it. Enter http://local-
host: 9080/SecurityDemoWeb/
admin.jsp as the browser address
to try to access the page directly.
You receive an access violation, as
shown in Figure 9. Your production
applications can prevent your users
from seeing this ugly screen
if you configure the deployment
descriptor to show a more friendly
error page for HTTP status 401.

In addition, the WebSphere Studio
Console view shows the following
message:

SECJ0129E: Aut hori zation
failed for esuggins while

i nvoki ng GET on

def aul t _host:/ SecurityDemoWe
b/ adm n.jsp, Authorization
failed, Not granted any of
the required roles: admn

This is helpful in debugging author-
ization problems because it shows the
role that was not granted to the given
user ID.

Configure Secure
Sockets Layer

Congratulations! You have configured
WebSphere to authenticate users via
your LDAP user registry and authorize
them to roles defined by LDAP map-
pings. There is still a data integrity and
confidentiality exposure on the network.

®@
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Passwords are happily flowing in clear
text from the browser to WebSphere and
from WebSphere to the LDAP directory.
The cure is to enable Secure Sockets
Layer (SSL) on both transports.

BROWSER-TO-APPLICATION
SSL TRANSPORT

Impose an SSL connection between
the browser and any resource associat-
ed with the roles user and admin.
Simply open the SecurityDemoWeb
deployment descriptor to the Security
tab. Then set the User Data Constraint
to Confidential for the two constraints
associated with those roles. Restart the
server and access http://localhost:
9080/SecurityDemoWeb from a fresh
instance of your external browser.

The SSL certificate exchange caus-
es a browser security alert because
the server’s dummy certificate name,
jserver, probably does not match
your site name (see Figure 10). For
production, you would stop this alert
by installing a certificate named for
your site and signed by a trusted cer-
tification authority known to the
browser.

For this demonstration, press Yes to
accept the server certificate and pro-
ceed to the login screen. Log in as one
of your defined users.

[Bocwtrtien ] x|
ET  Iromgion pou megroe m T i Coreer b v
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FIG. 10: SECURITY ALERT
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FIG. 11: SSL APPLICATION CONNECTION
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Notice that the URL protocol in the
browser address field changes to an
https protocol and the port becomes the
https port 9443 defined in the test server.
In addition, a lock icon appears on the
status bar of the browser (see Figure 11).

WEBSPHERE-TO-LDAP

SSL TRANSPORT
Now passwords and other data

flowing between the browser and

WebSphere are safe from snooping

and undetected alteration, but pro-

tection during the transport between

WebSphere and LDAP is lacking.

Another SSL channel is needed.

This task mainly consists of giving
WebSphere a certificate so it can iden-
tify and trust the LDAP server. The
unattended LDAP channel cannot
present security alerts for manual
intervention as the browser does.
Configure a key file for your LDAP serv-
er, create a certificate in it, and then
export that certificate to the WebSphere
trusted certificate database.

WebSphere Studio can display
detailed instructions to follow for this
procedure. Display them using the
following steps:

1. Click the main menu Help item.

2. Search for: “Configuring SSL for
LDAP”.,

3. Choose the result near the top,
labeled “Configuring SSL for the
LDAP client: WebSphere
Application Server”.

Substitute real host names where
relevant. The following high-level
steps summarize the procedure:

1. Generate a key file for use by your
LDAP server.

2. Generate a self-signed certificate

within that key file (or request one

from a certificate authority).

Export the certificate to a flat file.

4. Import the certificate flat file to the
trust file on WebSphere.

w

After configuring the certificates,
use the following steps to enable SSL
in the server:

1. Ensure that WebSphere is running.

2. Invoke http://localhost:9080/
admin from a browser to open the
WebSphere Administration
Console. Login as was/password,
as defined in your LDAP server.

3. Expand the tree to node
Security|User Registries|LDAP.
Alter field Port to 636.

Set option SSL Enabled.
Log out.
In WebSphere Studio, use the

Server view to restart the server.

N o ok

Use a browser to access the applica-
tion. The application should operate as
before, except that the back-end trans-
port channel between WebSphere and
the LDAP server is secure.

Conclusion

This two-part series demonstrated
how to create a WebSphere application
that is secured through LDAP and SSL.
J2EE applications can assign roles to
constraints used to secure resources by
the URL or HTTP method. A secured
J2EE server, such as WebSphere, maps
those roles to principals in some reg-
istry. WebSphere LTPA can be config-
ured to use an LDAP server as its prin-
cipal registry. Advantages include cen-
tralized user management, the capa-
bility to use the LDAP directory for
centralized organizational data, and
the capability to enable single sign-on
for applications across a set of servers.
The directory server controls selective
access to LDAP entries such as pass-
words. WebSphere, the directory serv-
er, and the client browser can all use
SSL transport to secure data on the
transport layer.
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PERFORMANCE TUNING

Part 2: EJBs, JDBC, and application
development and monitoring

WebSphere and
Database
Performance Tuning

BY MICHAEL S, PALLOS /~

n the May issue of WebSphere

Developer’s Journal [Vol. 2,

issue 5], | presented the first of a
two-part series that provides strate-
gies for tuning network and data-
base interfaces to optimize IBM
WebSphere Application Server
implementations. That article dis-
cussed best practices for database
connection pooling, prepared
statement cache, and session per-
sistence. In this article, | present
best practices and tuning tech-
nigues for EJBs (Enterprise
JavaBeans), JDBC (Java Database
Connectivity), and application
development and monitoring.

Enterprise JavaBeans

The EJB specification is the foun-
dation for Java 2 Enterprise Edition
(J2EE), offering component services
such as distributed transactions,

WebSphereDevelopersJournal.com

security, and life-cycle management.
There are two types of EJBs — session
beans and entity beans (J2EE 1.3 also
includes message-driven beans). A
session bean instance belongs to a
specific user and maintains the user’s
state as he or she interacts with the
Web site. User status information,
however, is lost in the event of a cat-
astrophic system failure. A shopping
cart utilized by an online shopper
exemplifies the use of a session bean.
As the user progresses through the
Web site, he or she can add and
remove items from the cart — the ses-
sion bean. Once the user makes a
purchase or chooses to leave the Web
site without completing a purchase,
the user’s interaction with the site is
terminated and the session bean is
destroyed.

An entity bean represents data —
typically a row in a database — and

can be shared among multiple

users. Continuing with the shop-

ping cart example, if the user
makes a purchase, the data will
persist to a database via an entity
bean. Should the transaction
require the creation of an invoice,
an entity bean would be created
containing the user’s data. Because
it is persisted to the database, enti-
ty bean data will survive a system
crash.

EJBs offer many advantages,
including the ability to leverage dis-
tributed objects and transactional
services. These advantages, howev-
er, come at a price — increased com-
plexity. EJBs that are architected or
incorporated incorrectly can have
an adverse impact on application
processing. Proper EJB utilization
and optimization, conversely,
reduces processing cycles, which, in
turn increases application perfor-
mance and enhances the end-user
experience.

EJB best practices that optimize the
storage and retrieval of persistence
data include the following:

e Use the appropriate isolation
level. Isolation levels are used to
restrict access to a resource to
which other concurrent transac-
tions have access. They allow users
to lock down or isolate shared
database resources to four levels of
granularity:

—Read Uncommitted: The transac-

tion can read uncommitted data

from other transactions.

Uncommitted transactions yield

the lowest overhead since the

container is doing the least
amount of work. Imagine, for
instance, that a user reads the
database and retrieves certain val-

ues. Another user then starts a

BEGIN WORK transaction and

inserts values into the database. If

the first user performs another
database read before the second
user has executed a COMMIT

WORK or ROLLBACK command,

he or she will read the uncommit-




ted data that has been temporari-
ly inserted into the database. The
scenario just described is also
known as a “dirty read.”

—Read Committed: The transac-
tion can read committed data
only. If we repeat the scenario
described above with a transac-
tion state set to Read Committed,
a user performing a read on a
database containing data from a
BEGIN WORK that has not been
COMMITTED will not be able to
access the uncommitted data.
The user can only read commit-
ted data. A Read Committed is
more restrictive than a Read
Uncommitted isolation level,
requiring the system to work
harder. A Read Committed status,
therefore, has a greater impact on
processing than a Read
Uncommitted status.

—Repeatable Read: The transaction
is guaranteed to read back the
same data on each successive
read. A Repeatable Read is more
restrictive than a Read Committed,
having an even greater impact on
processing.

—Serializable: All transactions are
serialized or completely isolated
from each other. A Serializable
transaction is the most restrictive
isolation level, and has the great-
est impact on processing. An EJB
that uses a serialized transaction
isolation level is guaranteed to
achieve consistent results from
the database since the database is
locked from other users, essen-
tially creating single-threaded
processing. While rookie develop-
ers are often tempted to incorpo-
rate the serializable isolation
level to ensure data integrity, it
has major constraints. Although
results are guaranteed, all con-
current users are locked out of
the database, which slows down
the application. To optimize
performance for data access,
developers must fully understand
the difference between the four
isolation levels and their indicat-
ed uses.

Carefully define access intent. The
access intent attribute contains
one of two states: (1) read and (2)

update, with the default setting
being update. For methods that
are going to be READ ONLY, set-
ting access intent to READ will
increase data access performance.
Under such conditions, the data-
base is accessed with an intent to
read — and not update - thus
removing unnecessary database
locking.

Java Database Connectivity
JDBC provides a standard library
for accessing relational data, allow-
ing users to develop SQL calls using
the Java Application Programming

Interface (API). The JDBC driver is

responsible for the data access

communication interface with the
database management system

(DBMS).

Selecting the appropriate driver is
fundamental to improving perfor-
mance. According to Sun
Microsystems, there are four cate-
gories of JDBC drivers (Types 1-4),
and more than 177 models.

e Type 1-JDBC-Open Database
Connectivity (ODBC) bridge: A
Type 1 driver provides JDBC access
to one or more ODBC drivers. Type
1 drivers assist companies that
already possess a large ODBC pop-
ulation with the JDBC educational
process. Type 1 drivers are slow,
however, because they require
JDBC-ODBC translation. As such,
they are not well suited for large
enterprises.

« Type 2 — Partial Java driver: A Type
2 driver converts the calls made
from the JDBC API to the receiving
machine’s API for a specific data-
base (DB2, Oracle, Sybase, SQL
Server, etc.). A Type 2 driver con-
tains compiled code for the back-
end system. Type 2 drivers process
more quickly than Type 1 drivers.
The code must be compiled, how-
ever, for every operating system on
which the application runs. In
Windows NT and z/0S develop-
ment, organizations may wish to
develop with a Type 4 driver and
then transition to a Type 2 driver
for production.

e Type 3 - Pure Java driver for
database middleware: A Type 3
driver provides connectivity to

many different databases, trans-
lating JDBC calls into the middle-
ware vendor’s protocol and then
into the database-specific proto-
col via the middleware server. A
Type 3 driver is often faster than
Type 1 and 2 drivers, and is useful
if an organization wishes to con-
nect to multiple database types.
Database-specific code, however,
must reside on the middle tier. If
the application is going to run on
different operating systems, a
Type 4 driver may be more
appropriate.

e Type 4 - Direct-to-database Java
driver: A Type 4 driver converts
JDBC calls into packets that are
transferred over the network in the
database’s proprietary format,
allowing a direct call from the
client to the database without a
middle tier. Type 4 drivers often
offer better performance than Type
1 or 2 drivers; do not require addi-
tional code on client or server
machines; and can be downloaded
dynamically. Type 4 drivers, how-
ever, are not optimized for the
operating system and are unable
to take advantage of operating sys-
tem features. Users also need a dif-
ferent driver for each different
database.

When developing on multiple
platforms, many aspects of testing
can be simplified by using a Type 4
driver. A Type 2 driver can be incor-
porated after system testing and
production is completed. According
to Sun Microsystems and IBM, Type
2 JDBC drivers offer the best per-
formance when incorporating dis-
tributed transactions and catalog
databases.

When selecting a driver, develop-
ers should also consider the JDBC
APl levels that it supports. Current-
ly, there are two JDBC API levels.
While JDBC 1.0 is the default,
WebSphere requires JDBC 2.0. The
JDBC API best practice is to incor-
porate version 2.0.

Application Development

and Monitoring
WebSphere Application Server
development and monitoring tools
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can offer insight into potential

application bottleneck areas that

require additional attention to
achieve optimal performance. An
ideal development tool identifies
workflow analysis down to the
method and thread level, offering
real-time and historical informa-
tion. Monitoring tools should also
be able to report results on all ele-
ments contained within the applica-
tion. These elements include the
end user’s perspective through

WebSphere Application Server,

DBMS, transport layers, connection

layer, and, if incorporated, any lega-

cy system components.

Three best practices to consider
when selecting and/or deploying
monitoring capabilities follow:

» Select a development tool that
delivers granular, real-time infor-
mation. During development, a
tool can help to identify and/or
eliminate memory leaks, bottle-
necks, and optimization.
Development tools should offer
granularity to the method level and
thread level, SQL calls, and heap
insight. The tool should also pro-
vide the ability to look into the
application during execution and
deliver sufficient analysis to allow
developers to proactively address
problems.

e Select monitoring tools that
assist with the early stages of the
development phase. Monitoring
tools should be capable of cap-
turing the complete end-to-end
scenario, including the end-user
experience, latency time, and the
performance and availability of

systems external to WebSphere
Application Server, such as CICS,
DB2, WebSphere MQ, and B2B.
Pure Java monitoring tools are
excellent for initial development.
However, many WebSphere
Application Server applications
incorporate external Java compo-
nents to complete application
processing. A desirable monitor-
ing tool not only reports on the
Java pieces of the application,
but the entire application portfo-
lio. If a highly productive Java
application is executing on a
machine that is underutilized,
the operating system monitoring
agent can then report the prob-
lem to the Java developer or
operations personnel.

» Select a solution that offers both
development and monitoring
tools. (One choice could be the
Candle PathWAI solution suite.)
This strategy simplifies training,
development, and production
rollout.

Conclusion

Today’s developers face unprece-
dented pressure to create
WebSphere applications that roll
out rapidly and flawlessly, and
adhere to business service-level
requirements for processing and
end-user experience. Once
deployed, the challenges begin
anew, as developers, system admin-
istrators, and operations work to
optimize the production runtime
environment for their WebSphere
Application Server implementa-
tions. Best practices for tuning

WebSphere Application Server per-
sistence layers, performance, and
database interfaces represent the
most direct and hazard-free path to
optimizing WebSphere Application
Server implementations.
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No Portal Is an Island
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he entrée into portal development typically begins

with building portlets and displaying them within a

portal interface. However, this article focuses on a

very important part of portal implementations — the
reuse of legacy applications — and provides key integra-
tion strategies. There are several common methods for
integrating applications into WebSphere Portal Server. No
single method is better than the others, and your specific
integration circumstances will dictate which is most
appropriate.

<—— INTEGRATION FLEXIBILITY AND CONTROL —»

Reengineering

Migration

Service Request

Application Clipping
Application
Launch
Out-of-
g IMPLEMENTATION
the-Box COMPLEXITY

FIG. 1: INTEGRATION METHODS
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Integrating existing applications can be as simple as
running the legacy application and content within the
portal frame or as complicated as wrapping the existing
Web application into a portlet. This article will describe
the common methods available for integrating applica-
tions into a Portal Server environment, how they are
implemented, and the pro and cons of each option. The
sharing of data between the integrated applications will be
saved for a future article.

Overview of Integration Strategies

We will present six integration methods in order of
increasing complexity and control over the depth of integra-
tion (see Figure 1). As we detail each method we will high-
light whether the portal developer requires access to modify
the target application, how each method may conform to
the organization’s time-to-market constraints, and the
depth of integration offered, both technically and visually.

Method 1: The Out-of-the-Box Method

As more and more organizations adopt portal-based
architectures for their intranet, Internet, and extranet pres-
ences, vendors are readily making their solutions available
as prebuilt portlets. These prebuilt portlets can provide
automatic integration with sophisticated back-end systems
such as ERP, CRM applications, and finance and HR sys-
tems. In addition, WebSphere Portal Server comes with
some fairly complete solutions for integrating with
Microsoft desktop environments, including Exchange,
Office, and Document viewers. In general, to use these
portlets you simply drop them in, configure, and you're done.

Out-of-the-Box

Legacy applications available
as prebuilt portlets to be
dropped into portal

v Complete, robust solution
¥" No coding necessary

v’ Simple to implement

V" Quick to market




There is very little control over the inputs and out-
puts of the business services. However, with pre-
built portlets you gain a complete solution with no
coding necessary — a very simple, fast path toward
deployment.

WebSphere Portal Server comes with some prebuilt
portlets. Additionally, the IBM Portlet Catalog, www-3.
ibm.com/software/webservers/portal/portlet/catalog,
contains several valuable portlets for free or fee that are
easy to download.

Method 2: The Application Launch Method

When there are no prebuilt components available for
an application desired for integration, it can still be inte-
grated by simply launching an instance from the portal to
give the end user access to the application’s functionality.
The entire application can be launched to sit directly on a
piece of real estate within the portal page using an
IFRAME (inline frame). Multiple applications can be
directed to multiple frames on the same page. Alterna-
tively, although it may give a less integrated feel, the appli-
cation can be launched outside of the portal framework as
a free-floating window.

Application Launch

Full application runs visually
within a portlet or launched
outside portal window

V' Simple to implement

¥ Target application remains
intact, functioning as before

V' Application appears within
unified portal view

The launched application operates independently of
the rest of the portal, allowing it to be integrated without
modification. This is extremely important since it ensures
that navigational links within the integrated application
will not cause the user to be navigated away from the
portal.

To launch an application, we recommend using
the WebPage portlet that comes with WebSphere Portal
Server and is designed to display content from any
Internet or intranet page. The WebPage portlet is simple
to use and offers flexibility. It can handle several points
of access into the application, including display of an
HTML page, execution of a JSP and display of its output,
or invocation of a servlet. However, WebSphere Portal
does include the JSPServer portlet and Servletinvoker
portlet, which are quick and convenient for direct invo-
cation of JSPs and servlets.

Steps to follow when using the WebPage portlet include:

1. Create an instance of the WebPage portlet specific to the
target application.

2. Edit the parameters to set key values that define the style,
URL, and URI to launch, such as useiFrame, defaultURL,
viewURI, helpURI, and flatViewURI (see Figure 2)

3. Control the look and feel of the IFRAME by setting
parameters, including width and height.

Note that because portlets have restrictions on generat-
ing some HTML tags (e.g., body and title tags) you may
need to modify existing Web resources if their responses
contain these tags. For performance reasons it is not advis-
able to parse and remove these tags from the portlet at
runtime. Other potential limitations include:

« Browser support for IFRAME first appeared in Internet
Explorer 5.1 and Netscape 6.0.

* IFRAMEs containing applets will not work correctly in a
portal. For every request the Portal Server sends back to
a new portal page, the old applet instance stops and a
new one starts.

« Site navigations and state of actions are not stored. A brows-
er refresh will take you back to the initial screen, since the
page associated with the IFRAME URL is simply reloaded.

* No support for alternate markups (e.g., WML).

In summary, launching an application into a WebPage
portlet is the simplest approach when you do not have access
to the target application for modification. Visually, the appli-
cation is integrated into the unified view offered by the portal
framework, although the application’s look and feel itself may
not match that of the rest of the portal. Control is turned over
to the application itself, away from the Portal Server domain,
enabling the application to function normally.
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FIG. 2: WEBPAGE PORTLET CONFIGURATION
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Method 3: The Application Clipping Method
While the previous method launches entire applications
into the portal, in some cases it is desirable to integrate only a

portion of an existing Web application. WebSphere Portal
Server offers an easy, intuitive way to clip content and func-
tionality from existing Web sites and present them in custom
portlets. With application clipping, also known as Web clip-
ping, the user has the freedom to keep the important compo-
nents on the page while discarding undesirable information
or elements from the document that the client device is inca-
pable of displaying. This simplifies what is being sent to the
device while reducing the amount of data being transmitted, a
particularly useful aspect when wireless devices are involved.

Application Clipping

All or a portion of an external
application is ‘clipped’ for
display in a portlet

v Simple to implement

V' Target application remains
intact, functioning as before

V' Able to select desired
portions of the application
to display

For this method, WebSphere Portal Server provides the
Web Clipping Portlet. Web clippers can also be configured
to access content through a firewall using a proxy, such as
HTTP or SOCKS, and link-traversal behavior can be con-
trolled with URL rewriting. The Web clipping process will
generate a “Web Clipper”, which is a concrete portlet of
the Web Clipper runtime portlet parameterized by an
XML configuration stored in com.ibm.wps.portlets.clip-
per.config-data.

To use the Web Clipping Portlet, set the following config-
urations (illustrated in Figure 3):

1. Modify the Clipping Type to select from one of the two
following options:

e HTML Clipping: HTML Clipping operates on the DOM

form of the source document by using node delimiters.

This choice enables you to manually select elements of

the document by clicking on them with the mouse.

« Text Clipping: Text Clipping operates on the text form

of the document by using string-based delimiters. This

choice enables you to select the content between specific
text strings in the HTML document. Content between
these strings is kept, and all other content is discarded.

FIG. 3: WEB CLIPPING PORTLET CONFIGURATION

2. Modify Firewall Options if the content is within a firewall.

3. Modify Authentication Options when the content
requires security verification for access.

4. Modify Rules for URL rewriting to change the way URLs
are handled by the Web clipper, modifying the URL from
the content source. The URL rewriter can be controlled
by two sets of regular expressions called rules. The URL
rewriting component is called after the Web content has
been clipped, but before any further transcoding occurs.
It attempts to match each URL in the document against
arule in one of the sets.

5. Modify Security Options when you want to remove
JavaScript from clipped content.

Web clipping is not well suited to dynamic content, and
there are certain elements within Web content that cannot
be clipped using HTML clipping:
 HTML Clipping for pages containing <FRAME> ele-

ments is not supported and will generate an error.

« JavaScript may not be clippable. Most JavaScript is evaluat-
ed and executed on the client after the clipping process is
complete. This means that any content dynamically gener-
ated by such scripts cannot be subject to clipping. In gen-
eral, itis a good idea not to include any JavaScript within a
Web clipper unless that JavaScript is self-contained, mean-
ing it does not depend on other variables, methods, struc-
tures, or other elements that are defined elsewhere.

The Web Clipping Portlet does allow an enterprise to
deploy desired portions of existing content in portlets
within WebSphere Portal without having to create new ver-
sions of the existing content.

Method 4: The Service Request Method
Another form of integration is through access to the
business services that make up an application, whether

they are front-end elements, such as JSPs, or back-end
services. Programmers can get limited control over the
service return content so that the information can be
altered or supplemented before being displayed within
the portlet. Additionally, this method is appropriate
when a proxy must be used for dynamic delivery of con-
tent from an external Web site — for example, when inte-
grating newsfeeds.

Service Request

An application is called by
a portlet,which controls
input/output

v Simple to implement

V' Target application remains
intact, functioning as before

Vv Can access output of a
remote service for small
modifications

WebSphere Portal provides the ContentAccessService
service that can retrieve content from resources outside
your intranet. It can transparently use a proxy server for
both HTTP and HTTPS protocols if a connection is needed
from a portal to a remote Web site. When creating a portlet
to access Web resources, use the following methods of the
ContentAccessService class:

@
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* The getlnputStream() method connects to the Web
resource specified in the urlString and returns the out-
put of the Web resource as a stream object.

¢ The getMarkup() method functions similarly to
getlnputStream, but stores the retrieved stream from a
Web resource as a String object.

¢ The include() method uses an object of type
RequestDispatcher if the resource is internal; otherwise,
it uses a URL connection to access an external Web
resource.

¢ The getURL() method, which returns a URL object after
following redirects, uses a proxy if necessary.

As a limitation, when accessing Web resources the con-
tent is simply taken and written to the portlet’s output.
Therefore all relative links to other pages or images will be
broken. This can be solved by parsing the content or using
some enhanced browser portlet.

In general, the ContentAccessService service is benefi-
cial when you need access to the output of a remote ser-
vice through a proxy or in order to modify the output
before it is written to the page, delivering it dynamically.

Method 5: The Migration Method

More sophisticated application integration strategies
become available if the portal developers have the necessary
access to modify the source code for the target application.

The simplest approach is to migrate only the application func-

tionality that you require to run within portlets that will be
installed into the portal. This is obviously more involved and
time-consuming, however, it offers more depth of integration
both on the inputs and outputs, as well as the look and feel.

Migration

Desired application code and
functionality is ported to
portlets

v Higher degree of control
over application input/output

v Flexibility in look & feel for a
more native portal integration

v Do only portions as needed
and as time permits

During a migration, you encapsulate parts of your Web
application within a portlet (wrappering) and modify as
required. Portlets are created from servlets; and JSPs are
modified so they can be invoked from portlets. The follow-
ing steps should be performed when migrating legacy
applications to run within a portal application:

« Replace your servlets with portlets: To portalize an exist-
ing Web application, you need to transfer the business
logic in the servlet to the portlet. The portlet class can
extend the AbstractPortlet class and overwrite the
doView(), doEdit(), and doHelp() methods. The servlet

logic will mainly be implemented in the doView() method.

« Implement your ActionListener class: There are several
characteristics that distinguish servlets from portlets.
The presentation layer is one of them. Servlets tend to
have an input JSP file that makes a servlet call, and an
output file that can invoke other JSP files to drill down
to other tasks. Portlets have the same notion but are

implemented in a different way. When a portlet is initial-

ly constructed on the portal page for a user, it is dis-
played in its view mode. This is accomplished by calling
the portlet’s doView() method, which might include a
different JSP. All of the JSP files that need to interface
with users will be included in doView() by checking the
data stored in their respective PortletSession or objects.
There will be an if-else statement to distinguish which
JSP should be included to render the markup.

Another characteristic that distinguishes servlets from
portlets is the way they process user actions. For example,
when a user clicks a link or button in a JSP, this may invoke
an HTTP request or call other JSP files. However, when a
user clicks a link or button in a portlet, this generates an
action event. To receive notification of the event, the port-
let must have an event listener registered in the portlet
deployment descriptor. The event listener needs to imple-
ment the PortletAction class that is linked to the specific
URL and passed by the ActionEvent.

To enable the action event, a return URI is created by using
the PortletURI class and its addAction() methods. This URI is
then passed to the JSP as an object contained in the Portlet-
Request object. The ActionListener can then take the appro-
priate action to process the request, package the result in the
PortletRequest object, and send it back to the calling portlet.

* Modify your JSP files: Portlets can only create markup;
the Portal framework is responsible for assembling
them into a complete page. In addition, portlets have
notions of action events, message events, and window
events that require the ActionListener to perform vari-
ous tasks. External links in JSP files can remain the
same. Once invoked, control is passed to an external
site, and the portlet’s session may expire at that
moment. If you have an internal JSP link that should
be included in the doView() method and you need to
specify the portlet URL that associates the action
event with the appropriate ActionListener class, use
the following code:

<ahr ef =" Enpl oyeeDet ai | . j sp?key=

<%enp. get Enpno() %" ></ a>

And this is in the portlet:

<a

hr ef =" <% enpLi st . get EnpDet ai | URI () %?key=<%
enp. get Enpno() %" ></ a>

—-JSP parameter passing: The chaining of JSP files within
a portlet is done by calling a specific URI that associates
a specific action event with its corresponding
ActionListener.

—Button action: Since a button is processed as an event
action, you must specify the portlet URL.

—Image reference: To access the images that are stored
under the /images directory, you must tailor your JSP to
use the JSP tag library.

—Modify form action from the servlet class name to the
portlet URI: To submit a form in the portlet, you must
specify the URI that will handle the form input data.

Servl et : <f orm name="search"
action="DirectorySearch" nethod="get ">
Portl et: <form net hod="post " nanme=="form "
acti on="<%phoneBook. get SaveURI () %" >

“PORTAL
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Method 6: The Reengineering Method R
Beyond a partial migration of individual business services
to portlets is the extreme method of completely reengineer-

e FPOPLACE (AP

o
WELCOME TO

PORTAL

ing your legacy application to be re-architected for the por- A
tal. This offers the ultimate benefit of integrating your legac ". 1
S - 9 9y gacy i THE MEDICAL ELIBRARY
applications to be completely native to the portal infrastruc-
ture. You are able to reformat the application’s user interface ::;':-:rw—
to be compliant with the portal interface, reorganize the Srarrh The Medical sLibaury | >

business logic processing into loosely coupled portlets, and
alter the workflow of the application to take advantage of e g %, LT T )
portal navigation and interoperability conventions. = ool coed! (o peomicting health med education s

Fudila slmes P
Reengineering AW

mealih Datdmaae e ¥

The entire application is ported,
reformatted, and restructured
to be native to and suitable for
a portal infrastructure

P il WLl ti 1

v Total control over application Fra kg &
input/output [ox boaairias

v Flexibility in look & feel for a FIG. 4 RESULTING PORTLET
more native portal integration i

Research Labs eLibrary page, adding in an extra link to

A Real-World Example Application provide access to Med Explorer for the more extensive

No one method is better than the rest — in any situation advanced search. Listing 1 details the code that uses
one may be better suited based on unique business ContentAccessService for this purpose and Figure 4 shows
requirements, technical requirements, and technical chal- the resulting portlet.

lenges. To demonstrate, let’s walk through a scenario.
Our medical services provider, MedCompany, has deployed Conclusion

two portals: a Dynamic Workplace B2E portal for use by As in most application development efforts, integra-
employees, and the MedXchange B2B portal for use by physi- tion of legacy assets is a key component of developing
cians. In MedXchange they desired a capability to provide a and deploying effective portal solutions. Understanding
search within a medical library provided online by Medical the current IT environment and the business and tech-

Research Labs. Additionally they desired access to an advanced  nical requirements for the portal delivery will determine
search capability from within the medical library view, provid- which of many integration techniques is best for each

ed as a link to the existing “Med Explorer” library application. integrated application. It is important to consider the
So here we have two Web applications that already exist overall goals of the portal, such as the desired level of
that we would like to leverage in our portal. We need to mod-  appearance of unified view, and time-to-market con-
ify the output from the medical library only slightly to add straints. It is also important to understand what access
the advanced search capability, but we have no developer the portal developers have to modifying any of the tar-

access to the target application. Given this criteria, it makes get applications, and what input/output manipulation
sense to integrate the applications using the Service Request  is desired as well. Once applications are linked, howev-

method, which enables us to leverage an existingWeb appli-  er, you will want them to start sharing application data
cation service very quickly and simply, while modifying the such as authentication information, so that users can
output slightly. leverage single sign-on to the portal for all the integrat-
To do so, the ContentAccessService service was cus- ed applications. But alas, we must save that topic for a
tomized to let patients or physicians search the Medical future article. @
LISTING 1: CODE USING portl et Request.getPortletSettings().getAttribute("url");

CONTENTACCESSSERVICE SERVICE

/'l Accesses Content AccessService

public class MContentAccessServicePort|et extends Cont ent AccessServi ce service = (ContentAccessService) con-

Port| et Adapt er text.
{ get Servi ce( Cont ent AccessServi ce. cl ass) ;
public void doView PortletRequest portletRequest, pw. println("<a href=\"http://ww. medexpl orer.com\"
Portl et Response portl et Response) target=\"_bl ank\"><h3>Go to Med Expl orer</h3></ a>");
throws PortletException, |CException //get Markup opens a URL conection and returns output of
{ URL as String
Portl et Context context = String servletQutput =
this.getPortletConfig().getContext(); servi ce. get Markup(ur |, port! et Request, port| et Response);
PrintWiter pw = portletResponse.getWiter(); pw.println("<b>" + servletQutput + "</b>");
// Reads url as configuration paraneter }
String url = }
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ou have seen how to add to

code to aid in debugging. How

would you debug code if you
could not modify it? WSAD includes
a debugger that enables you to
detect and diagnose errors in a Java
program that is running either
locally or on another computer. You
may monitor and control the exe-
cution of a multithreaded applica-
tion by setting breakpoints, where
you can step into, through, or over
Java methods. You may examine the
contents of variables while stopped
at a breakpoint or may suspend
threads and suspend the launching
of subsystems.

Debug Preparation

The debug target need not be
modified, but it is helpful to use a
coding style that does not place

multiple statements on one line.
Some of the debugger features,
such as breakpoints, operate on a
line-by-line basis. In addition, it
helpful to attach source code for
supporting JAR files when it is
available. Then, you could step
through that code, or place break-
points in it, instead of being con-
strained to skip over it in the
debugger.

: CALCULATOR APPLICATION

Import Sample Projects

Let’s use a real program that has
actual problems for test purposes.
Import the buggy-calculator-app
and buggy-calculator-lib projects
found on the Web site for this book.
You shall reference code in these
projects as you survey debugging in
WSAD. The calculator is a Java
Swing application shown in Figure
4.1.

You will find and repair three prob-
lems in the calculator. Its overall
model-view-controller structure is
diagramed in Figure 4.2. Class
Calculator is the view. The controller
is the actionPerformed() method,
which routes events to application
logic written in the mediator design
pattern.

The mediator contains the state of
the application and dictates its flow. It
is diagrammed in Figure 4.3. The
mediator is not dependent upon any
particular view technology. It is capa-
ble of interacting with a Swing class as
well as a command-line view, a
JavaServer Page, a Java servlet, or a
Java applet.

The mediator uses model or
domain logic housed in the
CalculatorEngine class. See Figure
4.4. Methods of this class return a
result in a JavaBean suitable for ren-
dering by any kind of Java view
technology.

The calculator diagrams should
show a high-level concept of the
logic. You shall investigate three
problems in the mediator in the fol-
lowing sections.

Breakpoints

What exactly is breakpoint? It is a
temporary marker that you may
logically insert into an application
to signal to the debugger to stop
thread execution at that point. The
insertion does not physically modi-
fy the application. The debugging
engine works in concert with the
VM to implement a breakpoint. An
executing thread is suspended as it
attempts to pass through an
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enabled breakpoint. At this point,
you may view the stack of nested
method calls to reach that point
in the thread. Additionally, you
may inspect the contents of vari-
ables at any level in the stack. You
can step over statements, step
into or over subsequent methods,
resume running until the next
breakpoint is reached, or resume
running until the logical end of
program execution.

An enabled breakpoint displays
as a small blue circle in the editor
marker bar or the Breakpoints
view. A blue breakpoint icon
means that the breakpoint is
unverified. This means that its
target class has not successfully
been loaded into a Java VM. When
it is successfully installed in a
class in aVM at run time, it
becomes a green circle. You may
temporarily disable a breakpoint
such that it will not suspend a
thread attempting to pass through
it. A disabled breakpoint icon is
rendered as a white circle in the
editor marker bar or the
Breakpoints view.

There are general line-oriented
breakpoints and exception break-
points. You can set line break-
points to be armed after a certain
hit count is reached. You will learn
how to manage these breakpoints.

ADD A BREAKPOINT

A breakpoint is set on a single
executable line of an object. This
line-oriented nature is the reason it
is better to have one statement per
line, aside from this being a good
practice for readability.

Add a breakpoint by opening
the file where you want to set the
breakpoint. Choose the line where
you want execution to stop. The
vertical bar to the left of the text is
called the marker bar. Right-click
the marker bar at the desired line,
and then choose Add Breakpoint,
as seen in Figure 4.5, or you may
simply double-click the marker
bar at the desired line to add the
breakpoint. Try setting a break-
point in the main() method of
bellmeade.calculator.Calculator in
project buggy-calculator-app.

ActionListener
CalculatorCommands

1]

<<View>>

domain

Calculator - — — =

+CalculatorResultBean
+CalculatorEngine

#mediator:CalculatorMediatorCapd
#led:JTextField

#cmds:String ]

+Calculator

+actionPerformed:void
#buildButtons:void

mediator

+startGui:void
+display:void
+main:void

+CalculatorMediatorCapable
+CalculatorCommands
+CalculatorMediator

FIG. 4.2: CALCULATOR VIEW LAYER

<<plug-in point>>
interface
CalculatorMediatorCapable

+handleCommand:CalculatorResy

A

1
<<control>>
CalculatorMediator

#calc:CalculatorEngine
#entry:double
#accumulator:double
#display:double
#charCounter:int

#binaryAccumOps:HashSet
MAX_CHARS:int

+CalculatorMediator

#reset:void

#resetEntry:void
#handleDecimalPt:double
#doBinOp:double

#handleDigit:double
#handleUnaryDisplayOp:double
#handleArithOp:double
#handleResetOp:double
+handleCommand:CalculatorResultBean

FIG. 4.3: CALCULATOR CONTROLLER/MEDIATOR
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<<enumeration>>
interface
CalculatorCommands

+D0:String
+D1:String
+D2:String
+D3:String
+DA4:String
+D5:String
+D6:String

+D7:String
+D8:String
+D9:String
+DPT:String
+OADD:String
+OSUB:String
+OMUL:String

#queuedOp:String +ODIV:String
#decimalPoint:int - — +OEQU:String
#digits:HashSet +OTSN:String
#resetOps:HashSet +OPCT:String
#unaryDisplayOps:HashSet +OSQRT:String

+ORCP:String
+OCLR:String
+OCLE:String
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<<Model>> - java.io.Serializable
CalculatorEngine CalculatorResultBean

+add:double +CalculatorResultBean
+sub:double +CalculatorResultBean
+mul:double

+div:double result:double
+sqrt:double

+div100:double
+reciprocal:double
+invertSign:double

FIG. 4.4: CALCULATOR MODEL/DOMAIN
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FIG. 4.6: DEBUG PERSPECTIVE
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FIG. 4.8: REMOVE A BREAKPOINT WITH
THE MARKER BAR

A new breakpoint marker
appears on the marker bar,
directly to the left of the line
where you added the breakpoint.
In addition, the new breakpoint
appears in the Debug Perspective
Breakpoints view, as seen in
Figure 4.6.

Run the class as a Java applica-
tion. Why did it not stop at the
breakpoint? You have to run it in
a separate debugging VM. Use the
debug icon to the left of the run
icon. Select Debug as a Java appli-
cation. This time thread execu-
tion should be suspended before
the enabled breakpoint line of
code is executed. The suspended
thread’s stack frame contents are
displayed in the Debug view
pane, and the breakpoint line is
highlighted in the editor pane in
the Debug Perspective, as seen in
Figure 4.7.

Whenever you run the code in
debug mode and a breakpoint is
encountered, the Debug Perspec-
tive appears. The behavior may be
changed to remain in the Java
Perspective, but the editor is posi-
tioned to the breakpoint in either
perspective. See the stack trace in
the Debug view. If the halt was sev-
eral frames deep, you could select
an earlier frame to display its vari-
ables and source code.

Select the Variables tab in the
Breakpoints pane. The currently
scoped variables are shown —in
this case only the args variable.
The lower-right pane is the
Outline view. It shows the variable
and method outline of the select-
ed class. Notice the toolbar in the
Debug view. Some of its icons are
used to step into, stop over, and
return from the current location.
Hover the pointer over each icon
to read its Help.

Press the right-arrow icon to
resume the application, and the cal-
culator GUI appears. Close it. The
Debug view shows the terminated
process. Use the pop-up menu to
remove it.

DELETE A BREAKPOINT
You may remove a breakpoint
from either the marker bar or the

Breakpoints view. Select Remove
from the context menu of the
marker bar, as seen in Figure 4.8,
or select Remove Breakpoint from
the context menu of the break-
point in the Breakpoints view. The
breakpoint will disappear from
the marker bar and from the
Breakpoints view.

You may delete all breakpoints by
clicking the Remove All Breakpoints
button in the Breakpoints view, or
you may select Remove All from the
view's context menu. Please know
that this command removes all
breakpoints in the entire WSAD
workbench, not just from the active
program.

The Go to File menu item in the
context menu will cause the editor
to display the file that has the
breakpoint. The editor will position
itself on the breakpoint line.

The Show Qualified Names
option menu item is used to toggle
the display of fully qualified pack-
age names in the breakpoint list for
all breakpoints.

ENABLE AND DISABLE
BREAKPOINTS

A breakpoint is enabled when
you set it, but you may disable it
from having any effect. Why
would you do that? You may want
to allow execution to pass
through the breakpoint until the
application reaches a certain state
of interest. Then, you could
enable the breakpoint to trap the
execution the next time it passes
through that point.

To disable a breakpoint, use the
Breakpoints view to display all
breakpoints. Right-click the
desired breakpoint to see its con-
text menu. Select the Disable
item. Any disabled breakpoint
displayed on the marker bar of
the editor or the Breakpoints
view changes from a blue or
green icon to a white icon, indi-
cating that it is not active. Enable
a disabled breakpoint by using
the same context menu in the
breakpoints view. A disabled
breakpoint’s context menu shows
an Enable item instead of a
Disable menu item. @

v
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WORKLOAD MANAGEMENT

Application allows you to view
management of HT TP and EJB requests

Manage Your
Applications
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he purpose of this article is
I to demonstrate how a J2EE

application executing in an
IBM WebSphere Application Server
(WAS) version 5.0 Network
Deployment (ND) Edition environ-
ment can obtain runtime informa-
tion about the server it is executing
in. This application, referred to as
the BeenThere Workload Manage-
ment Demonstration application, is
used to allow you to actually see
workload management (WLM) of
HTTP requests and of Enterprise
JavaBean (EJB) requests. The under-
lying systems management infra-
structure in WAS is based on the
Java Management Extensions
(JMX), which provide a standard
framework for applications to
obtain and modify runtime and sys-
tem configuration, as well as pro-

viding operational control of the
entire environment. It is through
the use of JIMX that the BeenThere
application obtains application
server runtime information
programmatically.

BeenThere Workload
Management
Demonstration Application

WebSphere Application Server
Version 5.0 ND Edition provides
workload management of HTTP
requests and EJB requests. WLM of
HTTP requests is done through the
use of the WebSphere Web Server
plug-ins. The BeenThere application
(being used for this discussion) con-
tains the BeenThere servlet, which is
used to demonstrate to which appli-
cation server in a cluster an HTTP
request was dispatched.

Load balancing of EJB requests
is managed by the WebSphere WLM
Service. The BeenThere application
contains the Been-There stateless
session EJB used to demonstrate to
which application server in a cluster
an EJB request was dispatched.

Consider the configuration shown
in Figure 1. First, mjmaix is a
machine that is executing an IBM
HTTP Server (IHS) that will dispatch
HTTP requests to the application
servers WebServerl and WebServer2,
which make up the members of the
cluster, MyWebCluster, and are exe-
cuting the BeenThere servlet. These
application servers are configured on
machines mjmnet and mjmthink,
respectively.

Furthermore, the WebSphere IHS
plug-in has been configured such
that WebServerl has a WLM weight
of 2 and WebServer2 has weight of 3.
You can think of the weights as coun-
ters that start at their configured
value and get decremented by 1 after
each request the server services.
Requests get dispatched in a round-
robin fashion to any application
server that currently has a weight
counter value greater than 0. If the
value is 0, it is skipped. Once all
weight counters are decremented to
0, then all application server weight
counters are reset to their configured
value and the dispatch process starts
all over again.

Then there is a MyEJBCluster clus-
ter defined that is made up of the
application server members
EJBServerl and EJBServer2, which
are responsible for executing the
BeenThere stateless session EJB. The
BeenThere servlet makes a call to
the EJB to obtain execution informa-
tion about the application server in
which the EJB is executing.
Furthermore, these servers have
been configured with weight values
of 1 and 3, respectively.

Note that this configured environ-
ment is a sample that is being used
just for demonstrating the execution
of the BeenThere Workload
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Management application. In a pro-
duction environment, careful resource
capacity planning must be done to
determine how many application
server members should be created
across how many machines based on
the expected client request load.

Figure 2 is a screen shot of the execu-
tion of the BeenThere servlet for the
configuration depicted in Figure 1. A
Bean Iterations value of 7 was specified,
which means the servlet made 7 invoca-
tions of the BeenThere EJB. From this,
you can see the workload management
execution behavior of the EJB based on
the configured weight values for the
cluster members of MyEJBCluster.
Three invocations of the EJB execute at
mjmthink for every single execution on
mjmnet. Also notice that the servlet
request was serviced by WebServerl on
mjmnet. Furthermore, to add a little
interest to the application, Show Bean
Execution Statistics was set to true to
display, in milliseconds, how long it took
for each EJB execution instance and the
overall execution statistics.

Figure 3 is a screen shot of the use
of the Show Bean Cluster Member
Weights option. This displays the
weight values for all the members of
MyEJBCluster. Later in this article, |
will discuss how the application pro-
grammatically obtains this configura-
tion information.

Executing the BeenThere servlet a
second time, as shown by Figure 4,
results in IHS dispatching the HTTP
request to the other member of
MyWebCluster, namely WebServer2
on mjmthink. Repeated executions of
the servlet will reveal a workload
management behavior of the HTTP
requests based on the configured
weight values for the cluster members
of MyWebCluster.

Administrative Application

Programming Interfaces
WebSphere Application Server ver-

sion 5.0 provides administrative APIs

that allow applications to access run-
time and environment configuration
information:

* AdminService: Provides the server-
side interfaces to obtain application
server attribute information, as well
as the ability to perform standard
JMX MBean management functions.

« AdminClient: Provides the client-side  * ConfigService: The Configuration
interfaces to a remote AdminService. Service that provides interfaces to
The AdminClient class provides a query or modify configuration data,
proxy to the remote AdminService locally or remotely, and manages the
object through one of the supported location and the content of Web-
WebSphere JMX connectors. Sphere’s configuration documents.

MyWebCluster MyEJBCluster
;' E WebServer1 i E EJBServer1 i ‘;
o . i_|BeenThere—'p/BeenThere| | | mjmnet
mmax P Servlet - EJB |
W . L
IBM HTTP T N AT 1
Server R AL
: E WebServer2 U | E EJBServer2 E ‘;
i N4|BeenTherel/ @ » BeenThere| | | mjmthink
P Servlet i3 EJB Lo
FIG. 1: ENVIRONMENT CONFIGURATION
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FIG. 4: WORKLOAD MANAGEMENT OF HTTP REQUESTS

In order to demonstrate the power
and flexibility that applications have
at their disposal when using
WebSphere’s administrative inter-
faces, the BeenThere application uti-
lizes these interfaces in the following
ways:

* AdminService: Both the BeenThere
servlet and EJB use this interface to
obtain the node name, the applica-
tion server name, and the process
ID for the application server they
are executing in. See Listing 1 for a
code segment demonstrating this.

» AdminClient: Used to connect to
the Deployment Manager process
to retrieve the Cluster Member
Weight values for all the application
server members of the cluster exe-
cuting the BeenThere EJB. See
Listing 2 for a code segment
demonstrating how to obtain an
instance of AdminClient.

« ConfigService: Used for a couple rea-
sons. First, it is used to read the
WebSphere cell.xml configuration
document in order to determine if the
BeenThere application is executing in
aWebSphere Base Edition or Network
Deployment Edition environment
(see Listing 3). If an ND environment
is detected, then the Show Bean
Cluster Member Weights option will
be enabled and displayed as an avail-
able execution option since this is
only valid in this type of environment.
Otherwise, this option will not be dis-
played as a selectable execution
option. The second use of the Config-
Service is to read the WebSphere
serverindex.xml configuration docu-
ment locally to obtain the hostname
of the machine running the Deploy-
ment Manager and to obtain the port
value of the SOAP connector that is
used to make the IMX connection to
the AdminService object of the
Deployment Manager. An Admin-
Client instance is created using this
connection information in order to
retrieve the weight values of the clus-
ter members if requested by a user.

Configuring the WebSphere
Application Server
Environment

This section outlines the steps nec-
essary to configure the environment
as depicted in Figure 1, and install the
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BeenThere application using the
WebSphere Administrative Console. It
is assumed that an IBM HTTP Server,
WebSphere Network Deployment, and
two WebSphere Node machines have
already been installed. Furthermore, if
an option on a console panel is not
mentioned below, it is assumed that
the default value is adequate.

The BeenThere application can be
downloaded from www.sys-con.com/
websphere/sourcec.cfm.

CREATE THE CLUSTER

MYWEBCLUSTER

1. From the console, choose Servers
—> Clusters —> New.

2. In the Cluster Name dialog, specify
MyWebCluster, then select Next.

3. To create new clustered servers,
enter WebServerl for the Name,
then select the Node. (Select the
desired machine in which to create
your server. In my case | selected
mjmnet.) Enter “2” for the Weight.
From the Http Ports menu, choose
Generate Unique Http Ports. Select
Default application server template
(serverl) from the Select Template
menu, then select Apply. For the
second server, enter WebServer2 for
the Name, then select the Node.
(Select the desired machine in
which to create your server. In my
case | selected mjmthink.) Enter “3”
for the Weight. From the Http Ports
menu, choose Generate Unique
Http Ports. Select Apply, and then
select Next.

4. Select Finish, then select Save.
Check the Synchronize Changes
with Nodes check box. Select Save.

CREATE THE CLUSTER

MYEJBCLUSTER

1. From the console choose Servers —>
Clusters —> New.

2. Enter basic cluster information: for
Cluster Name enter MyEJBCluster.
Uncheck the Prefer local check box to
disable node-scoped routing opti-
mizations. (When enabled, this option
specifies whether enterprise bean
requests are routed to the node on
which the client resides. For demon-
stration purposes we want the
BeenThere application to exhibit
workload management without
enforcing this optimization so it can

be demonstrated that a servlet request
to one member of MyWebCluster will
dispatch an EJB request to a member
of MyEJBCluster on another node.)

3. Create new clustered servers: for
the name enter EJBServerl. For
Select Node select the desired
machine in which to create your
server. In my case | selected mjm-
net. For Weight enter 1. From Select
Template choose Default applica-
tion server template (serverl).
Select Apply. For the second server,
enter EJBServer2 as the name. For
Select Node select the desired
machine in which to create your
server. In my case | selected mjm-
think. For Weight enter 3. Select
Apply, then select Next. Select
Finish, Save, and then Save again.

BEENTHERE APPLICATION

INSTALLATION

1. From the console choose
Applications —> Install New
Application. To prepare for applica-
tion installation you must select a
local path; browse for the
BeenThere50.ear file, then select
Next. Leave the default virtual host
name for Web modules (default_
host) selected and choose Next.

2. For Step 1, “Provide options to per-
form the installation,” select Next.

3. For Step 2, “Provide JNDI Names
for Beans,” select Next.

4. For Step 3, “Map EJB references to
Beans,” select Next.

5. For Step 4, “Map virtual hosts for
web modules,” select Next.

6. For Step 5, “Map the modules to
application servers,” first select the
cluster, MyWebCluster. Check the
check box for the BeenThere WAR.
Select Apply. Now select the cluster,
MyEJBCluster. Check the check box
for the BeenThere EJB. Select Apply,
and then select Next.

7. For Step 6, “Ensure all unprotected
2.0 methods have the correct level
of protection,” select Next, then
Finish.

8. Select Save to Master
Configuration, then select Save.

UPDATE THE VIRTUAL HOST

Each application server has its own
HTTP transport that receives and
responds to HTTP requests. Therefore

they must be configured to use a
unique hostname and port value for
communication. During the creation
of the cluster MyWebCluster, the
option “Generate Unique Http Ports”
was selected for each new cluster
member. This option instructs the
WebSphere administration to assist
with avoiding HTTP port conflicts by
creating a unique port value for each
of the new application servers being
created. It is through the use of a
Virtual Host that a single machine can
appear to resemble multiple host
machines.

Each virtual host has a logical
name and a list of associated host
aliases where a host alias consists of
a TCP/IP hostname and port value
that define the HTTP transport chan-
nel to be used for an application
configured for the logical virtual
host. As is the case with the
BeenThere application, it has been
configured to use the virtual host
default_host, therefore you must
ensure that the HTTP port value
dynamically created has an associat-
ed host alias entry configured for the
default_host virtual host.

1. Still using the WebSphere
Administrative Console, determine
the HTTP port values that were
dynamically created: choose
Servers —> Application Servers —>
WebServerl —>Web Container —>
Http Transports.

2. Take note of the Host and Port val-
ues and now perform the following
to configure a host alias entry for the
default_host virtual host: choose
Environment —> Virtual Hosts —>
default_host —> Host Aliases.

3. Create a new Host Alias entry using
the host and port values deter-
mined for WebServerl.

4. Repeat this procedure for
WebServer2 to ensure default_host
is now correctly configured.

GENERATE THE HTTP SERVER

PLUG-IN FILE

1. Choose Environment —> Update
WebServer Plugin.

2. You have two choices here:

e For this scenario, selecting OK
will create the plugin.cfg.xml file
and place it in the directory
<WAS_ROOT>/config/cells on
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the machine running the
Network Deployment Manager.
This is convenient if you are also
running your HTTP Server on
the same machine, since the
HTTP Server will detect that the
plugin-cfg.xml file has been
updated and automatically
reload it. So if your server is con-
figured to refer to this location,
it will dynamically reload the
new configuration every time
you select OK.

* Alternatively, if you are running
your HTTP Server on a separate
machine, you can select View to
then perform a save from the
browser to save the plugin-cfg.
xml file to the machine on
which you are using your brows-
er. In my case, | am running the
IBM HTTP Server on the
machine mjmaix, so using a
browser on that machine, | use
this method to save a new plug-
in-cfg.xml file.

ENABLING THE WEBSPHERE
CONFIGURATION SERVICE

The WebSphere Configuration
Service by default is not enabled for

application servers. As mentioned

previously, the BeenThere application

requires this service to have the abili-
ty to programmatically read

WebSphere configuration files to

obtain environment information.

Perform the following steps in the

WebSphere Administrative Console to

enable this service:

1. Choose Servers —> Application
Servers —>\WebServerl —>
Administration Services —> Custom
Properties —> New.

2. In the Name dialog box, enter
“com.ibm.websphere.manage-
ment.enableConfigMBean”. Select
Next.

3. In the Value dialog box, enter “true”.
Select Apply, then select Save, and
again select Save.

4. Repeat this procedure for
WebServer2.

START YOUR SERVERS!

From the console, select Servers —>
Clusters. Check the MyWebCluster
and MyEJBCluster check boxes. Then
select Start.

In the IBM HTTP Server configura-
tion file httpd.conf, ensure it refers
to the correct location of the newly

generated plugin-cfg.xml file and
start the HTTP Server if it is not
already started. If it is already start-
ed, it will automatically detect that
the plugin-cfg.xml file has been
updated and reload it.

Congratulations! You should now
be able to see workload manage-
ment in action by entering the URL
http://<servername>/wlm/been-
there, where servername is the name
of the machine running your IBM
HTTP Server.

Conclusion

WebSphere Application Server
Workload Management technology
provides an enterprise-level plat-
form for J2EE applications that
demand a scalable, highly available
environment. Verifying that your
application is executing in a man-
ner that is expected for your config-
uration can easily be done by utiliz-
ing WebSphere’s administrative
APls, as was shown through the use
of the BeenThere demonstration
application. This application
allowed you to see workload man-
agement of HTTP and EJB requests

In action. @

LISTING 1
/Il Get the WebSphere AdnminService.

/1l Get the Node name.
String nodeName = (String)

admi nServi ce = Admi nServi ceFactory. get Adm nService();

/1 Get the WebSphere Admin Local Server MBean instance.
| ocal Server = adni nService. getLocal Server();

LISTING 3

admi nService. getAttri bute(l ocal Server, “nodeNane"); {

/1 Create a new WebSphere Managenent Session.
Session session = new Session();

/1 Get the WebSphere ConfigService instance for this
application server executing this servlet.
ConfigService configService =

Confi gServi ceFact ory. get Confi gService();

if (configService !'= null)

/1 Read the cell.xm docunent.

beenTher eSer vl et Bean. set Ser vl et Ser ver NodeNane( nodeNane) ;

/1 Get the Application Server nane.

String serverName = (String)

admi nService. getAttribute(local Server, "nanme");
beenTher eSer vl et Bean. set Ser vl et Ser ver Nanme( ser ver Nane) ;

/] Get the Application Server Process Id.
String serverPid = (String)
admi nService.getAttribute(l ocal Server, "pid");

LISTING 2
Properties props = new Properties();
props. set Property(Adnm nC i ent. CONNECTOR_TYPE,

Adni ndl i ent . CONNECTOR_TYPE_SQOAP) ;
props. set Property(Adnmi nCl i ent. CONNECTOR_HCST, host);
props. set Property(Adnm nC i ent. CONNECTOR_PORT, port);
AdminCient admnCient =
Adni nCl i ent Factory. creat eAdmi nCl i ent (props);

beenTher eSer vl et Bean. set Ser vl et Ser ver Process| d(serverPi d);

Obj ect Nane cel | Obj =

Confi gServi ceHel per. createOj ect Nane(null, "Cell");
Obj ect Nane[] cell Objs = configService. queryConfigbjects
(session, null, cellQj, null);

if (celljs.length != 0)

cell Qj = cell Chjs[0];
String cellName = (String) configService.getAttribute

(session, celloj, "name");
String cell Type = (String) configService.getAttribute
(session, celloj, "cellType");

if (cell Type. equal s("DI STRI BUTED") )
{

websphereND = true;
}
}

/1 Rel ease the Session.
configService. di scard(session);
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CMP Component Model
Persistence service, usually pro-
vided by the container, has been
redesigned with an entirely new
CMP component model. Unlike with
the EJB 1.1 container, EJB 2.0 per-
sistence is handled by a new entity
called the “persistence manager.”
This makes the persistence mecha-
nism independent of the container
provider, thus making CMP entity
beans portable to any EJB 2.0-com-
plaint container, irrespective of the
vendor and back-end relational
databases. The persistence manager
also handles the relationships
among all of the CMP entity beans
as well. To make this work, the CMP

entity beans are introduced with
abstract class qualifiers and all the
persistence and relationship fields
are accessed using abstract getters
and setters, which is known as
“abstract persistence schema,” for
example:
public abstract Custoner
i mpl ement s
j avax. ej b. Entit yBean{

/1
public abstract
set Phone() {}

public abstract
get Phone(){}

/1

}

voi d

String

During deployment, the persist-
ence manager uses the persistence
information in the EJB deployment
descriptor (DD), the bean’s persist-
ence schema, to generate concrete
bean classes, which are instantiated
at runtime.

Local Interface vs
Remote Interface

EJB 2.0 introduces local inter-
faces, which either coexist with the
remote interface or exist alone.
Prior to creating EJBs it is wise to
decide on the design aspects of an
entity EJB. The introduction of local
interfaces has improved perform-
ance, but it makes the job of the
designers more challenging since
they need to decide whether to use
only a local interface or both a local
and remote interface. If an EJB has
only a local interface, then clients
within the same JVM can access the
EJB, but remote clients will not see
it. On the one hand this is good,
since you are adding pseudo-secu-
rity by not allowing outside clients
to access your EJB. But remember
that for a distributed Web applica-
tion or Web service where you are
allowing clients outside the JVM to
access the EJB, you need to add
remote interfaces. WSAD 5.0 gives
you the option of adding local and
remote interfaces to your EJB (see
Figure 1). So if you want to test your
EJBs using a simple Java client,
make sure to add the remote inter-
face to your EJBs or you won't be
able to work with them.

Container-Managed
Relationships

Container-managed relationships
(known as CMR) are now standard-
ized in the EJB 2.0 specification.
WSAD lets you create relationships
between the CMP entity beans. It sup-
ports all three types of relationships
between data: one-to-one, one-to-
many, and many-to-many.

To clarify the entity relationships,
we will exercise the steps to create
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two entities using WSAD and to create
a one-to-many relationship between
the Customer and Order CMP entity
beans. For our example we used DB2
7.2 Fixpackl as our relational data-
base. Before we start, we want to
choose the approach for mapping our
entities to the respective tables. There
are three standard approaches in cre-
ating and persisting field mapping:
Bottom Up, Top Down, and Meet in
the Middle.

You would use the Bottom Up
approach for creating entities
that represent an existing rela-
tional database. In this case you
could use the WSAD wizard to magi-
cally create all the entities and their
relationships. With the Top Down
approach you would create the enti-
ties using the Create Enterprise
Beans wizard and then you would
create the EJB-to-RDB mapping. You
could ask WSAD to generate the data
definition language file for the tables,
which will be used as a persistence
store by the beans. On the other
hand, the Meet in the Middle
approach is used for handshaking
between already created database
tables and entity beans.

CREATE TWO CMP ENTITY EJBS

« Create a J2EE 1.3 Enterprise
Application project “OnlineStore”
with the EJB module “Online-
StoreEJB”. Make sure to uncheck
the Application Client and Web
Modules check boxes. We don't
need them for our example.

« Create the entity EJBs: from the
context menu select
File—>New->Enterprise Bean—>.
This will take you to the EJB
Creation wizard.

* On the first page, select the
“OnlineStoreEJB” EJB Module from
the list and select Next.

e On the Create a 2.0 Enterprise
Bean page, select CMP 2.0 Bean.
Provide Customer as the bean
name (the first letter of the bean
name should be in caps, by con-
vention). Set com.store.ejb as the
Default Package and select Next.

¢ On this Enterprise Bean detail page
make sure to select Local Client
View and deselect Remote Client
View (see Figure 1).

« Now we need to add persistence
fields to the bean. We will add
three CMP attributes to the
Customer bean: cust_id as type

FIG. 1: WSAD 5.0 EJB 2.0 CMP BEAN CREATION WIZARD
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Java String (also the Primary Key
Field); fname, also as a Java String;
and Iname, as a Java String. Add
these attributes in the CMP
Attributes text area. Click Finish.
This will create the abstract
Customer bean class and the two
local interfaces.

« Follow the same steps to create
the Order entity. For order, add the
CMP attributes order_id (Java
String and Primary Key Field);
date (sqgl date); amount (double),
desc (Java String).

CREATE A ONE-TO-MANY

RELATIONSHIP

* Open the DD Editor on the
Overview tab, and find the group
name “Relationships 2.0”.

e Click on the Add button under the
Relationships heading to open the
Add Relationship wizard.

* On the first screen you can see all
of your entity beans on both sides.
Select one bean from the left side
(Customer) and another bean
from the right (Order). The name
for the relationship “Customer-
Order” is automatically set. Click
Next.

* WSAD assigns relationship roles
for your beans. In the Relation-
ship Roles page, under the
Customer bean, set a role named
“orders”. Multiplicity should be
set to One. For the Order bean,
set the multiplicity to Many. You’ll
see that the field type under
Customer is now java.util.Collec-
tion. You should check the
Cascade Delete check box under
Order to ensure that all orders are
deleted if a customer is deleted.
Now set the navigable check box
on both sides as checked. You’ll
also see that the Foreign Key
check box is checked but dis-
abled. This is because for a one-
to-many relationship a foreign
key is mandatory. Click Finish.
This will append the getOrders()
and setOrders (Collection) meth-
ods to the Customer bean and
promote these methods to the
CustomerLocal Interface. Also in
the OrderBean class and the
OrderLocal interface you can see
two generated methods named
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getCustomer and setCustomer
(CustomerLocal). Save the DD.
Note: Notice that the CMR rela-
tionships generated methods only
for the local interfaces. You have
to code your own methods to add
this in the Remote

interface.

CREATE THE EJB-TO-RDB

MAPPINGS
Once the relationships are generat-

ed we need to map the relationships

to the database side.

» Switch to the J2EE perspective and
select the J2EE hierarchy tab.

¢ Right-click on the EJB module.
Select Generate—>EJB to RDB map-
ping. This will open the EJB to RDB
Mapping wizard.

* On the first page select “Create a
new backend folder” and click
Next.

e “Create new EJB/RDB Mapping”
will give you two options for cre-
ating the mapping: Top Down and
Meet in the Middle. (An explana-
tion of each is given on that
page.) In our case we will be cre-
ating the mapping as Top Down.
So select Top Down and click
Next.

» On this page provide the data-
base vendor, database name, and
schema name. In our example
they will be DB2 UDB 7.2,
onlinest, and administrator
respectively. Make sure to create
the onlinest database separately
in your DB2 installation. Also,
make sure that you have selected
the “Generate DDL” check box,
and click Finish. This will create
the mapping and WSAD will open
the mapping editor (Map.mapx-
mi) automatically for you (see
Figure 2). Note: We noticed one
limitation in the WSAD-generat-
ed DDL. The foreign key relation-
ship definition is not generated.
Make sure you manually add the
foreign key constraint into the
database tables created by the
DDL.

» Select table.ddl from the J2EE
navigator panel under META-
INF and right-click Run on
Database Server. Make sure to
create a new connection,
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“onlinest”, which connects to
the onlinest database.

Configure the WebSphere

Test Environment
e Switch to the Server perspective.

Under the Server Configuration
Panel, right-click on Servers and
select New—>Select Server and
Server Configuration. This will
open the New Server configuration
wizard.

e Provide a server name, “online-

store”, and click Finish. This will
create a new WebSphere test server,
where we will test our EJBs. WSAD
will automatically open the
WebSphere Server Configuration
editor.

¢ In the editor switch to the

Datasource tab. From the JDBC
Provider list select Default DB2
JDBC Provider and click Edit.

¢ On the Edit page, you need to

provide the path of the db2java.
zip file on your file system.
Remove the default entry and add
the actual db2java.zip by clicking
the Add External JARs button.
Then click Finish to return to the
editor.

» Now we need to add a datasource
to the onlinest database using the
driver we just configured. So click
Add under Data Source. In the
Datasource wizard click Next to
skip the first page by accepting
the default values. On the second
page you should notice that by
default WSAD generated a JNDI
name for the datasource; you
can accept the default or enter
your own JNDI name. We will
accept the default, jdbc/ds1
(because this is the first data-
source). Click next. Remember
this datasource name. We will
need this later.

e On the Modify Resource
Properties page we need to
specify the database name.
Provide the database name as
the value of databaseName
property. Click Finish. Save the
server configuration.

* Now go back to the DD page or
open it. On the Overview tab, scroll
all the way to the bottom. Under
IJNDI-CMP Factory Connection
Binding, JNDI name, specify the
datasource JNDI name we just cre-
ated (jdbc/dsl). Save the DD.
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Now that we have created two
entities and established a relation-
ship between them, we are ready to
test our EJBs and their relation-
ships. The EJB test client WSAD pro-
vides is not the best tool to test the
relationships, since each method
call from the test client is a transac-
tion. So when you invoke
getOrders() in Customer, it returns
a Collection object that gets invali-
dated as soon the transaction ends
and when you try to work with the
Collection object, you will
encounter an llegalStateException
for the object. We encourage you to
test your entity beans using a ses-
sion facade to access them. Let’s
build a quick session facade for the
Customer entity bean using its local
interface.

Create a Session Facade
as the Entity Client

Create a Customer Facade
stateless session bean, CMRTester,
using the Create Enterprise Bean
wizard. After WSAD creates the
bean skeleton, open the session
bean class and add a method called
doTesting(). Add the code shown in
Listing 1 to access the Customer
bean. Save the bean. Switch/Open
EJB Deployment Descriptor. Now
we need to create a local Customer

reference under the session bean,
so that the session bean can look
up the localhome interface for the
Customer entity. Open DD, click on
the References tab, select the ses-
sion bean, and click Add. Select EJB
Local Reference. In the EJB Local
Reference page, under Link, click
Browse to select the Customer
bean under Current Enterprise
Project. This action will create a
local reference (ejb/Customer)

of the customer bean under the
session bean.

Test the Entity Beans
Using the EJB Test Client
Switch to the J2EE perspective
and select the J2EE Hierarchy tab.
Expand EJB Modules. Expand the
OnlineStoreEJB module. Right-click
the CMRTester session bean and
select Run On Server. You will be
given the option to run the bean on
an existing server. The created serv-
er will automatically be selected.
Click Next. On the second page
make sure that the Deploy EJB
Beans check box is selected. This
will generate the RMIC code and
the concrete implementation of the
abstract bean class, which we dis-
cussed earlier. You could also gener-
ate the class by right-clicking the
EJB module and selecting Generate

—>Deploy and RMIC code... This
will generate the classes necessary
to run the beans on the test server.
This action will also publish the
EJBs to the test server. After success-
ful startup of the server, the EJB Test
Client will automatically start up.
Now you can test your EJBs using
the test client. Add some data to the
tables to test.

March Ahead...

Thus far we've passed on some
insights into the new enhancements
in the EJB 2.0 specification. You can
see that the abstract persistence
schema is the basis of the new per-
sistence mechanism and relation-
ships. The specification also intro-
duces message-driven beans and
defines a query language, known as
EJB-QL, to define the finder and
select methods in the CMP entity
EJBs. This specification surely
comes with lot of promises that
require more exploration. We hope
you are now more enthusiastic
about exploring in-depth. Happy
EJBing.
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LISTING 1

//inmport Statenents
public class MyCMRtesterBean inplenents
j avax. ej b. Sessi onBean {

private javax.ejb. SessionContext nySessionCx;

/1 get Sessi onCont ext
1/ set Sessi onCont ext
//ejbCreate

public void ejbCreate() throws javax.ejb. CreateException {

try{
Initial Context ctx
Initial Context();
cHome =

(Cust omer Local Horre) ct x. | ookup("j ava: conp/ env/ ej b/ Cust oner") ;
}catch(Exception e){Systemout.printin(e);}

}

/'l ejbActivate
/'l ej bPassi vat e
!/ ej bRenove

new

try{

OrderLocal order =

"+order.getDate());

public void doTesting(){

Cust oner Local cBean =

(Cust oner Local ) cHone. fi ndByPri mar yKey("0001");

Col | ection orders = cBean.getOrders();
Iterator it = orders.iterator();

null;

whi | e(it.hasNext()){

“+order.getOrder_id());

"+order. get Amount ());

}

}catch(Exception e){Systemout.println(e);}

order = (OrderlLocal)it.next();
Systemout.printIn("Oder id =

Systemout.println("Date =

System out. println("Amunt =
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J2EE application servers,
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WebLogic, and JBoss

ABOUT THE AUTHOR
Jay Johnson is an
independent J2EE
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tincludes a graphical flow

builder, a component repository,

a JSP graphical editor, and a per-
sistence engine. It is designed to
work in concert with a component-
creation IDE such as WebSphere
Studio Application Developer or
JBuilder. The M7 Application
Assembly Suite is focused on helping
application programmers put com-
ponents together graphically in a
workflow and creating a servlet/JSP
presentation layer.

Enterprise applications have one
major weakness: for the less experi-
enced programmer, it’s very difficult
to put all the pieces together to
make them. Creating the individual
components is challenging, but
assembling them into an applica-
tion can be even more difficult.
Most of the problems spring from
the fact that developers must create
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and use components at the same
time. There is no clear division of
responsibility.

In the excitement to move to the
J2EE architecture, particularly in
regard to the clients I've worked
with, there has been a breakdown in
the differentiation of roles in a J2EE
project. For example, one mistake is
to confuse J2EE component users
with component creators. In most
projects, a team of J2EE architects
and developers should be in charge
of creating the needed components,
while a team of application pro-
grammers is in charge of using those
components to fulfill user require-
ments. This, however, is usually not
the case.

The customers I've worked with,
especially in the past year, have exist-
ing teams of COBOL and/or Visual
Basic programmers. Their project

managers hope they can be turned
into J2EE component developers. The
reality is that most of these applica-
tion programmers cannot get up to
speed in J2EE in time to benefit a
project, and in fact often have a nega-
tive impact on the schedule. This
forces J2EE projects to turn to expen-
sive component-development talent,
or to cancel the project. This also
means an IT organization will not
spend its budget to build up its in-
house resources.

WebSphere Studio is a great com-
ponent-development tool suite that
can greatly expand the productivity of
architects and developers already
experienced in J2EE. It is overwhelm-
ing, however, for the average applica-
tion programmer.

The M7 Application Assembly Suite
is version 3.x software, so it is relative-
ly smooth and bug free. It runs in con-
junction with an application server,
either WebSphere, WebLogic, or JBoss.
Rather than providing a proprietary
application server, the product offers
its own interface layer, which executes
between the application and the
application server, making develop-
ment, testing, and deployment easier.
This layer facilitates the M7
Application Assembly Suite’s visual
workflow builder, JSP editor, and per-
sistence engine as well. The runtime
portion of the product is really a JAR
file that gets deployed with the appli-
cation. This is the runtime support for
workflow, JSP tags, and the persistence
engine. It's not a container, and in fact
requires an EJB container to execute,
just like any J2EE application.

Many projects require program-
mers to solve too many problems at
once. AAPs like the M7 Application
Assembly Suite make it easier to solve
one problem at a time. They also
make it easier to split the problems
up between programmers and to inte-
grate the individual components.
Take the Model/View/Controller
architecture. Ideally, the tiers will be
very loosely coupled so development
can be done independently.



Architects can work on creating com-
ponents and interfaces, while developers
work on the business logic, and applica-
tion programmers work on the view. Itis
reasonable to get the view tier working
independently of the model and the
controller, if the component interfaces
are defined early on. This means no sin-
gle team member has to know how to do
everything — each can specialize in his or
her own part of the project.

Almost every serious J2EE project
involves EJBs, but introducing EJB
development and EJB container tech-
nology into the application program-
ming effort can bring progress to a
full stop. EJB technology is a quantum
leap for many application program-
mers, since most have experience
only in VB or in a mainframe environ-
ment. EJBs require experience in an
alphabet soup of technologies includ-
ing JTA, CMP, JNDI, MDB, BMP, etc.

It is an old maxim that any problem
in computer science can be solved by
adding another level of indirection. With
the M7 Application Assembly Suite, pro-
grammers do not directly edit Java com-
ponents, but rather XML representa-
tions that configure the components.
This means that code can be changed
and run with no need to rebuild or
reassemble Java components.

Ironically, the view tier of an enter-
prise application presents the greatest
challenge for reuse, with embedded
code for accessing components in the
presentation layer and the control layer.
The M7 Application Assembly Suite
abstracts out the details, and provides a
graphical flow builder (see Figure 1) and
a repository that can be viewed from
multiple perspectives in a way similar to
Eclipse and WebSphere Studio. The
repository is mapped directly to a
source management tool such as CVS or
ClearCase. The repository can be shared
by multiple departments/ projects, and
holds a variety of components, includ-
ing EJBs, JavaBeans, JSPs, etc.

The persistence layer in the M7
Application Assembly Suite does
dynamic mapping between any SQL
database and the Java objects an appli-
cation uses, without generating Java
code. When a programmer imports a
schema as a data object entity in the

-continued on page 45
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Enjoy the same advantages as static-content publishers

Accelerating Delivery
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nfortunately, traditional caching
U technologies offer minimal ben-

efit to personalized Web content
(because caching provides more bene-
fit to content that’s shareable by multi-
ple users). As a result, application
servers are always required to handle
requests for personalized content.

Thus, personalized content, which
is vital for competitive e-businesses,
is “expensive” to generate. This cost
may be realized in higher infrastruc-
ture costs (that is, more application
servers and greater bandwidth
demands) as well as increased end-
user response times.

Distributed fragment caching and
assembly may change all that. How? By
redefining the cacheable units from
whole pages to smaller “fragments” of
pages. AWeb page that contains any
user-specific personalization is not
shareable and thus not worth caching as
awhole. However, most personalized
pages can be modeled as aggregations
of smaller content fragments. (For
example, Listing 1 (available at www.
sys-con.com/websphere/sourcec.cfm)

shows a personalized page, home.jsp,
that has been divided into fragments
using WESI include tags. Each fragment
uses the WESI surrogateControl tag to
indicate whether or not it can be cached
and for how long. Here the WESI
surrogateControl tag in computers.jsp
indicates that it can be cached for a
maximum of 300 seconds.)

If many of these fragments are
shareable, then you can realize benefits
by caching the fragments and assem-
bling them on demand, along with
retrieved noncacheable fragments, into
personalized pages. This is the basis of
a technology called Edge Side Includes.

Edge Side Includes (ESI), which is a
W3C Acknowledged Submission
(www.w3.0rg/Submission/2001/09),
defines an extension of traditional Web
caching that enables a Web-caching
proxy to cache and assemble content
fragments into personalized Web
pages. ESI, which is based upon a two-
tier architecture (proxy and origin
server), describes three basic elements:
1. A“markup language,” embedded in

responses from the origin server,

that identifies fragments and
instructions for fragment assembly

2. A means by which the proxy and
origin server can communicate
regarding their capabilities and
intentions

3. A means to invalidate cached frag-
ments on demand

Although ESI holds great promise for
personalized Web content, there is still
a chasm for application developers: ESI
is not integrated with any mainstream
programming model. That is, ESI relies
on a set of unique tags (markup lan-
guage) and HTTP headers. This, unfor-
tunately, makes the “cost” of ESI exploi-
tation rather high.

IBM’s WebSphere team has intro-
duced a new technology on
alphaWorks that bridges this chasm:
WebSphere APIs for ESI (WESI). WESI
is a set of Java APIs and JavaServer
Pages custom tags that give
WebSphere application developers
direct control over ESI functionality.
Further, WESI supports integrated
testing within WebSphere Studio.
Thus, WESI enables developers to
rapidly develop, test, debug, and
deploy ESl-enabled applications.

WESI also promotes interoperabili-
ty. Since WESI is based on the pub-
lished ESI specifications, WESI users
have their choice of ESl-enabled
proxies, including products from
WebSphere and service offerings from
Akamai Technologies.

Finally, WESI makes it easier for
WebSphere customers to enjoy the
advantages that traditional caching
brought to static-content publishers.
For one, redundant workload required
to generate personalized Web pages
can be offloaded from application
servers to less-expensive proxies. Also,
end-user response times may be
improved (reduced) since proxies are
typically closer, in terms of network
latency, to the end users.

The bottom line is that WESI
enables WebSphere customers to
accelerate the delivery of personal-
ized Web content. @
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-continued from page 43

M7 repository, an XML descriptor
gets created that describes every-
thing needed by the persistence
engine to do its work at runtime.
There are a couple of benefits to the
persistence layer: programmers can
quickly start building applications
with direct access to the database,
and the persistence layer imple-
ments a Value-Object pattern (basi-
cally caching for reduced network
traffic) for enhanced performance.
This means that entity beans or
some other persistence strategy can
be added in later in the project as
necessary.

Developing an application with
the M7 Application Assembly Suite is
like deploying an exploded EAR/WAR
file. There’s a notion of a deployment
set that can include the app under
development. The M7 Application
Assembly Suite will then tell the app
server where the deployment directo-
ry is and handle all of the deploy-
ment nuances of each app server.
When the developer is ready to actu-
ally put an app into production, he or
she JARs up the app directory tree
and puts it in the appropriate deploy-
ment directory for the app server.

A J2EE developer could use
WebSphere Studio to create a com-
ponent consisting of a session
bean and several entity beans, for
example, and place it in the reposi-
tory. Using the repository, the
developer can control how much of
the component is exposed to the
application programmer. The pro-
grammer can then select the
exposed methods and add them to
the visual workflow. This is an
extremely useful feature, since a
major advantage of the M7
Application Assembly Suite is the
ability to vary the access for each
team member dependent on
expertise. This prevents the novice
J2EE programmer from causing
serious problems.

To create an enterprise applica-
tion, often developers must
understand parts of all the layers
involved from the connectors to
the HTML, including data sources.
Application programmers don’'t
want to be J2EE experts. They
need drag-and-drop centric solu-
tions. They need uniform access to

components rather than the
entangled accesses between layers
that often afflict J2EE applications.

Often, because of lack of experi-
ence and schedule pressure, proj-
ects must settle for a subset of the
J2EE architecture, using only the
Web container and ignoring the
other features. This is similar to
purchasing a new automobile just
S0 you can use the trunk!

There are some good visual JSP
builders on the market, but the M7
Application Assembly Suite’s JSP
builder definitely is the best I've
used (see Figure 2). WYSIWYG
application builders are plentiful,
but few if any support the full J2EE
architecture. The M7 Application
Assembly Suite comes closer than
any | have seen.

While very impressive, however,
the M7 Application Assembly Suite
is not perfect. There is no easy way
to use message-driven beans in
the current workflow paradigm.
Also, it has not yet been fully test-
ed on WebSphere Application
Server 5.0. Like many software
development tool suites, | think
the biggest area for improvement
is in integration with other envi-
ronments, such as IDEs and
frameworks like Struts.

M7 is addressing these prob-
lems. Changes slated for this
summer include repository inte-
grations with JBuilder and Eclipse
so developers and architects can
place components into the repos-
itory from the IDE as well as
launch the IDE from the reposito-
ry to access the code behind the
entries. In addition, there will be
a Struts integration that will let
programmers import the struts-
config file and manage applica-
tions built using Struts as the
workflow layer.

The M7 Application Assembly
Suite allows you to build your
application’s workflow, but when
you add the repository for com-
ponent reuse and the M7 Studio
for visual JSP editing, you really
have a platform for visually build-
ing MVC J2EE and deploying
applications. #
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\WeDb Services Invocation

—BY BORIS LUBLINSKY —

AX-RPC, which is currently part of J2EE and consequent-
J ly is a mandatory implementation for all J2EE applica-

tion services vendors, defines and uses an XML-based
remote procedure call mechanism. JAX-RPC is a very power-
ful, easy-to-use API for RPC-style Web services communica-
tions. The relative simplicity of the RPC model, which is very
similar to the method invocation of the local Java class,
explains its widespread popularity. Nearly all Web services
tool vendors provide out-of-the-box support for these APIs,
allowing for automatic generation of JAX-RPC stub- and
proxy-based service implementation (either Java class or
EJB). Incorporation of the decorating filters pattern allows
for a very powerful mechanism for extending the JAX-RPC
programming model and support for additional emerging
Web services standards.

The drawback of using JAX-RPC, according to some experts,
is that it usually leads to the creation of brittle applications.
Remote procedures are strongly typed and possess a static sig-
nature that defines fixed parameters and return values. If there
are any changes in the procedure signature, all dependent
clients must be modified to reflect these changes. In addition,
RPC by definition is a synchronous programming model, so a
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caller cannot continue execution until the procedure has
returned. Although asynchronous invocations are occasionally
supported or can be simulated, most JAX-RPC procedures are
synchronous, and therefore not responsive to changing net-
work conditions. This leads many experts to believe that RPC-
style invocations are not applicable to building evolving, fault-
tolerant or fault-recoverable systems.

The Java API for XML Messaging (JAXM) was introduced
to assist developers in creating business-to-business mes-
saging applications using XML. JAXM defines an asynchro-
nous, loosely coupled, document-based messaging model,
which is at the moment less used, but allows achieving the
full value offered by Web services. JAXM was designed to
support the SOAP (and SOAP with attachments) messaging
infrastructure over different transports, including, but not
limited to, HTTP, MOM (most notably JMS), and mail.

JAXM provides an implementation of very powerful
messaging APIs, allowing for the creation of an extremely
flexible and extensible messaging infrastructure. The fact
that JAXM does not dictate the content of the XML mes-
sages (only SOAP as an enveloping mechanism) allows sys-
tem designers to use a very wide variety of messaging
approaches, ranging from strongly typed messages using
XML Schema definitions or JAX-RPC data type mappings
to very complex semantic messages that provide very loose
coupling between message senders and receivers.

The JAXM specification and reference implementation
provide good support for synchronous messaging but are
inadequate for implementing asynchronous messaging,
experts agree. It is impossible to send an asynchronous mes-
sage using JAXM without an explicit destination and a specif-
ic profile. (A profile is a domain-specific application of SOAP
such as ebXML.) Therefore, usage of a particular profile
requires specific knowledge of the implementation-specific
profile classes involved, as there are no generic interfaces
supported by all profile implementations. The requirement
to use a specific profile to send an asynchronous message
through a provider renders it impossible to send an arbitrary




document-based SOAP message to an arbitrary destination
using asynchronous guaranteed message delivery.

Unlike JAX-RPC and JAXM, the Web Service Invocation
Framework (WSIF) is an API that directly supports constructs
of WSDL as an abstract service definition model. With WSIF
the user programs directly to the abstract service representa-
tions expressed in WSDL, thus taking full advantage of the
flexibility and richness of this service definition model, which:
« Views network applications as encapsulated services

identified by their ability to exchange messages accord-

ing to a set of predefined patterns — their supported
portTypes

* Provides a standard-, protocol-, and platform-inde-
pendent, unified view of network applications

« Separates core functionality from protocol and deploy-
ment details

« Allows clients to optimize access to desired functionali-
ty based on available protocols

WSIF allows for support of both synchronous and
asynchronous communications. It also allows either
usage of a fixed set of parameters and return values (simi-
lar to RPC-style communication) or sending arbitrary
XML documents (wrapped as SOAP documents) as ser-
vice requests and replies, similar to JAXM.

WSIF APIs also provide binding-independent access to
any Web service. WSIF allows completely dynamic usage
of different transport and transport support implementa-
tion for invocation of Web services based on examination
of the metadata about the service at runtime. It also
allows updated implementations of a binding to be
plugged into WSIF at runtime.

I will describe the WSIF architecture and programming
model. | will also provide code examples and explain how
it works.

WSIF Architecture
WSIF is composed of three major parts:

« WSIF kernel: Implements Java APIs that allow clients to
program against an abstract model of the service, with-
out any concern about the specifics of communication
transport or message packaging structure.

* WSIF providers: Implement WSIF support over different
encoding and transport implementation. WSIF is
shipped with providers for Java, EJB, native JMS, Apache
SOAP (over HTTP and JMS), Apache Axis (over HTTP
and JMS), SOAP over RMI, and J2C (Java Connectors).

« WSIF utilities: Implement support functionality for both
the WSIF kernel and WSIF provider implementations.

The architecture of WSIF is based on a number of facto-
ries. The reason for using factories is that they allow for hid-

ing the provider’s implementation, providing for the use of

the same interface, regardless of the actual provider used.
WSIF implementation encompasses the following main

classes, defined in the org.apache.wsif package:

e Service Factory class: The WSIFServiceFactory class is a
root class in WSIF hierarchy that allows for the instanti-
ation of a service from a WSDL document at a known
URL or known location on the hard drive. Service
instantiation is done by parsing the WSDL document
and building an internal service model.

« Service class: AWSIFService is a factory via which
WSIFPorts are retrieved. A specific port can be request-
ed by using its name, or a service can choose a port on
its own, either based on the internal algorithm or port
preference, which can be set by a service class. An actu-
al port implementation is part of the provider imple-
mentation. The WSIF environment stores a list of
providers that can each support a particular WSDL
binding. The service looks up providers based on the
port binding style, for example, SOAP binding, JMS
binding, Java binding, EJB binding, etc. If there is more
than one provider supporting a given binding, the
WSIFService implementation can choose a provider
based on a number of criteria, for example, the pre-
ferred provider for a particular binding, the first
defined provider, etc.

« Port class: WSIFPort implements a factory method for
WSIFOperations. AWSIFPort handles the details of cre-
ation of an operation based on the port definition.

e Operation class: The WSIFOperation is the runtime
representation of an operation. It is responsible for
invoking a service based on a particular binding. It pro-
vides methods to create input, output, context, and
fault messages, and to invoke the operation.

« ResponseHandler class: The WSIFResponseHandler is
an implementation of the Callback object, used for
asynchronous operation invocation using the
executeAsyncResponse() method on the WSIF-
Operation class.

WSDL WSIF
uDDI WSIFServiceFactory or INDI
Service WSIFService
Port WSIFPort
Binding No corresponding entity
Operation WSIFOperation
Message WSIFMessage
Part No corresponding entity

TABLE 1: CORRESPONDENCE BETWEEN WSDL AND WSIF
ARCHITECTURES

WebSphereDevelopersJournal.com

—"WEB SERVICES




\WEB SERVICES

» Message class: WSIFMessage implements WSDL mes-
sages, which are composed of named parts tied to some
type system, normally an XML Schema. To invoke such
services, this schema type is mapped to possibly more
sophisticated type systems, provided by the programming
language in use. For instance, the schema type is mapped
to certain Java classes by serialization and deserialization
for cases where Java is the native type system. The design
of WSIFMessage allows you to employ any native type sys-
tem as a message part. Parts in a message can be typed by
employing different type systems. This is needed if parts
from multiple separate WSDL messages are associated
with different native type systems and have to be com-
bined into a single message.

e Provider class: AWSIFProvider is an implementation of
aWSDL binding. It can run aWSDL operation over a
protocol that depends on a specific binding. WSIF
providers implement the bridge between the WSIF API
and the actual implementation of a service. WSIF
providers are currently available for SOAP over HTTP,
SOAP over JMS, Java, EJBs, and native JMS. New
providers can easily be added to the WSIF framework.

— The SOAP provider allows WSIF stubs and
dynamic clients to invoke SOAP services.

—JMS is a messaging technology. The mapping to a JMS
destination is defined during deployment and main-
tained by the container.

—The WSIF Java provider allows WSIF to invoke Java
classes and JavaBeans; local Java code running on a
JVM can be incorporated easily.

—The EJB provider allows WSIF clients to invoke
Enterprise JavaBeans. The EJB client JAR must be
available in the client runtime with the current provider.

Table 1 shows the correspondence between WSDL and
WSIF components. Figure 1 illustrates the interaction
between the main WSIF components.

There are two ways of using WSIF: as a stub-based
model and as a dynamic invocation interface (DIl). The
stub-based approach allows you to use any JAX-RPC com-
pliant tool (for example WSDL2Java) to generate stub
interfaces corresponding to WSDL portTypes. It allows
usage of WSIF, pretty much the same as JAX-RPC with
multiple provider protocol support. In my evaluation |
concentrated on the DIl approach to WSIF invocations.

WSIF Programming

I have been testing WSIF with WebSphere Studio
Application Developer (WSAD) 5, which allowed me to
generate some of the code used and test the code from
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FIG. 1: THE INTERACTION BETWEEN THE MAIN WSIF COMPONENTS
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within WSAD itself. Evaluation involved the following

steps:

e Creation of the basic service implementation and
WSDL, defining the service

< Creation of the service client, allowing for the invoca-
tion of the service using SOAP/HTTP

» Using the same client to use other providers, including:
—An EJB provider
—A native JMS provider (WebSphere MQ as JMS provider)
—SOAP over JMS provider (WebSphere MQ as JMS provider)

e Using JNDI for storing the service information

e Creating custom SOAP headers

» Using WSIF to send custom XML files

« Asynchronous service invocation using WSIF

Creation of the Basic Service

Implementation
I’'ve used the AddressBook EJB provided by the WSIF dis-

tribution as a sample of the basic Web service implementa-

tion. The code for this bean can be found in the subdirecto-
ry samples/ejb/service of the WSIF distribution. Additional
classes defining types used are WSIFAddress and WSIF-

Phone, located in the subdirectory samples/ejb/service/

addressbook/wsiftypes. After compiling and building the

code within WSAD, | used WSAD wizards to generate the

WSDL files for this service. This is a standard WSDL file, pre-

sented in Listing 1 (All of the code for this article can be

downloaded from www.sys-con. com/websphere/sourcec.
cfm). The most basic WSIF client implementation is pre-

sented in Listing 2.

The basic WSIF client is composed of the following steps:

1. First we need to get a new instance of WSIFServiceFactory.

2. WSIFServiceFactory is then used to create a WSIFService,
which is built based on the WSDL file. The location of the
WSDL file can be specified either as a URL location avail-
able over HTTP or as a file-based location available
through the classLoader. In this simple example | use a
URL address. Additional parameters for service creation
are service name/namespace and port name/name-
space. Because of the simplicity of our WSDL file, con-
taining only a single service with a single port, we will set
these values to null. When WSIFService is created, a
model of the service (based on the WSDL) is built inter-
nally. After the service is created, type maps must be set
for it if we want to set message parts using Java objects.
Setting type maps creates a correspondence between the
Java class types and the namespace/names used in the
WSDL for the message definitions.

3. WSIFService is used for creation of WSIFPort. The port
implementation is selected based on the binding type
and providers available. A list of the available providers’
names is contained in the file org.apache.wsif.spi.
WSIFProvider, which is part of the WSIFEjar and is locat-
ed in the META-INFEservices package. When the port is
created for the first time this file is loaded into memory
and the list of providers is used every time a port is cre-
ated. Each provider can be queried about the binding
and protocol types that it supports. If these two corre-
spond to the binding and protocol types specified in
the WSDL for the service/port pair, the provider can be
used for the service invocation. There are three situa-
tions that can occur when choosing a provider for ser-
vice invocation:




— A preferred provider can be set for a particular bind-
ing type using this command; here we are specifying
usage of the AXIS provider for the SOAP binding:

WSI FPI uggabl eProvi ders. overri deDef aul t
Provi der (

"http://schemas. xm soap. or g/ wsdl / soap/ "
new WSl FDynam cProvi der _ApacheAxi s());

—If there is only one provider available for a particular
binding/transport type, this provider is used.

—In the case where multiple providers are available for
the required binding/transport type, the providers
will alternate in round-robin fashion.

4. The next step is creation of the WSIFOperation using WSIF-
Port. An operation is created using a service name or a com-
bination of service name and input and output messages.

5. WSIFOperation is then used to create input, output, and
fault messages.

6. The input message now has to be populated. Population
of the input message is done by setting parts (defined in
the WSDL) of the input message. It is possible to set
message types using Java classes based on the type map,
which is set by the service.

7. The last step is a service invocation. Invocation returns a
Boolean variable that is equal to true if the operation suc-
ceeds, or false otherwise. In the case of failure, a fault mes-
sage can be examined to determine the exact reason for
failure. In this case a fault message is populated based on
the SOAPBody: Fault element defined in the SOAP specifi-
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cation. In the case of successful service invocation the con-
tent of the output message can be extracted into Java class-
es based on the output message parts (similar to the popu-
lation of the input messages). Following is the result of exe-
cution of the simple WSIF client:

WSl F factory created

WSl F service created

WSl F types nmap created

WSl F port created

WSl F operation created

WSl F i nput nessage created
Successful |y added nane and address
Successful [ ookup of nane 'Jack' in
addr essbook
The address found was:
street Num=1
street Nane=The Waterfront
city=Sone City
st at e=NY
zi p=47907
phoneNunber =ar eaCode=765
exchange=494
nunmber =4900

Conclusion

WSIF offers many advantages over other Web services invo-
cation frameworks. In Part 2 | will discuss more advanced
topics of WSIF programming, such as JNDI bindings, using
different providers, asynchronous service invocation, and

messaging. @
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Improving the
Decision-Making Process

\_ BY SUMIT DESHPANDE h

nformation that is readily available to the right people at the
I right time, and that enables them to act quickly and deci-
sively, is a crucial requirement of enterprises that intend to
grow and remain profitable. The intelligent delivery of informa-
tion must obtain maturity levels consistent with enterprise
goals and must employ the appropriate technology to facilitate
this purpose. In today's enterprise environment, users must
consolidate data and deliver it as useful information and
knowledge that empowers the right business decisions.
Information delivery maturity can be described as the ability of an enter-
prise to provide the correct information, to the correct person or system, at
the correct time, in the correct format, in an intuitive, flexible, and secure
manner, so that the correct action can be taken. Information delivery re-
quirements include making data centrally accessible and available, process-
ing the data into trustworthy information that is understood by the user,
presenting information in the context of the user’s role, and using the infor-
mation to automate appropriate processes. There are four levels of informa-
tion delivery maturity, and as enterprises grow from one level to the next,
they gain the ability to control and use information within the organization.
Business and IT executives are under increasing pressure to
improve effectiveness and efficiency while cutting costs, creating value
from IT investments, and demonstrating ROI. The key is information
that, unfortunately, is often difficult to find. A December 2002
Integrated Solutions study found that business professionals spend up
to 50% of their time looking for pertinent information, make an aver-
age of 19 copies of each document, spend an average of $120 in labor
searching for each misfiled document, lose 1 out of every 20 docu-
ments, and spend an average of 25 hours re-creating each lost docu-
ment. Other barriers to timely information delivery include:
» The data exists in heterogeneous formats and in different locations.
« Just because data is available doesn't mean users have the informa-
tion or knowledge they are seeking.
« Depending on the structure of an enterprise, information sharing
may be problematic.
e Information may be available, but not necessarily relevant.
» Application of intelligence to information in order to facilitate auto-
matic action is a complex process.

The Information Delivery Maturity Model provides a basis for
addressing the challenges and opportunities of knowledge delivery
within an organization, and identifying key requirements for improving

information access, relevancy, and analysis. The model

defines four levels of information delivery. As organizations

progress through the levels, they attain increasingly detailed
information access and analysis to improve and automate
the business decision—-making process. Each level targets
specific information delivery challenges, and once users

achieve a certain level, they encounter new challenges that

B encourage them to aspire to the next level. Users also realize

that it is virtually impossible to go back to lower levels, sim-

ply because they cannot afford to compromise efficiencies already
achieved.

» Level 1: Focuses on centralizing access to data. Users save time
because they know where to go in order to get the data they need.
Data on paper and other physical media needs to be digitized for
easy access and longevity. Manual processes are automated to the
furthest extent possible, and people are given appropriate access to
the data they require to do their jobs.

» Level 2: Focuses on transforming raw data into information that is
objective, trustworthy. and usable. This often involves automatic
refining, sorting, and analysis of data to present information to the
user in a manner that is clearly understood.

« Level 3: Involves the application of operational intelligence tools to
extract and deliver relevant information to decision makers, taking
their individual roles into consideration. Filtering out the unneces-
sary and delivering only relevant knowledge saves significant time
and enables users to make better decisions quickly.

« Level 4: Empowers users to set up custom rules for their unique
roles, responsibilities, and experiences so as to receive the appropri-
ate information and automate the necessary response.

Despite long-time availability of systems — including knowledge
management, business intelligence, decision-support, and executive
information systems — many organizations have yet to attain intelli-
gent information delivery. Others are struggling to move beyond sim-
ple data access into more sophisticated analysis and personalization.
Each level of information delivery maturity provides great value to an
organization, depending on the needs of the business at a given time.

Managing information and delivering knowledge to decision makers
within the enterprise is complex, but by no means impossible. With an
understanding of an enterprise’s information delivery maturity, users can
leverage information assets to provide maximum business value. @
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